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1. Foreword

In Windows 10/11 loT Enterprise LTSC, Microsoft provides many useful and helpful features for users,
however, it's not intuitive to use these features. Therefore, Advantech developed Power Suite application,

enabling users to access these features more quickly and easily.

ADV Image Manager: In Windows, Microsoft offers a Backup and Restore function, but it requires
multiple steps to complete the process. ADV Image Manager simplifies this by providing an easy way to

back up and recover the computer system.
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2. Requirements

I.  Windows 10/11 IoT Enterprise LTSC
II.  The user account must have administrator privileges

[ll. If the device is not provided by Advantech, please fill-in information to get an activation code.

Enter Activation Code

DERTEE D

Try it out? Request Activation Code

Activation Code

Activation Code must be 32 characters long.

IV. The user must clicks "Agree" button to the END-USER License Agreement (EULA) when launching

Advantech power suite application for the first time.

Embedded loT SW
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END-USER LICENSE AGREEMENT

ADVANTECH Co., Ltd. , END-USER LICENSE AGREEMENT:

Please carefully read the following terms and conditions before using this product. It
contains software, this use of which is licensed by ADVANTECH CO, LTD., to its customers for
their use only as set forth below. If you do not agree to the terms and conditions of this
agreement, do not use the software. No part of this software may be reproduced, copied,
translated or transmitted in any form or by any means without the prior written permission of
ADVANTECH CO, LTD.

GRANT OF LICENSE:

ADVANTECH CO, LTD. (the "Licensor”) grants to you this limited, non-exclusive, non-
transferable, non-assignable license solely to use in a single copy of the Licensed Works on a
single product and solely provided that you adhere to all of the terms and conditions of this
Agreement.

This license agreement applies to the free version of this software. You may use the
Software without charge. and distribute exact copies of the Software to anyone.

ASSENT: By Downloading, Installing, Using, Transmitting, Distributing or Copying the file
package containing this software, you agree that this Agreement is a legally binding and valid
contract, agree to abide by the intellectual property laws and all of the terms and conditions of
this Agreement, and further agree to take all necessary steps to ensure that the terms and
conditions of this Agreement are not violated by any person or entity under your control or in

your service.

Agree Disagree

3. Limitations

After Sysprep, the setup of below items would be removed:
OS Enhancement Utility

- Notification Settings
- Hide Action Center
- Windows Settings: Hibernate

- Device Control

- Kiosk Mode

Lockdown Utility

- Automatic Logon

- Advanced Boot Option: Login Screen

- Ctrl + Alt + Del Screen Option: Lock/Sign Out/Change a Password/Task Manager

The following feature is only supported on Windows on ARM (WoA) devices:
0OS Enhancement Utility

- Firmware Update

Embedded loT SW
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The follo

wing features are unsupported and have been blocked on Windows on ARM (WoA) devices:

OS Enhancement Utility

System Settings: Touch, including Enable Touch and Enable Touch Gestures
System Settings: Hibernate

Windows Settings: Automatic Windows Update

Kiosk Mode: Assigned Access (UWP)

Energy: current BIOS power-saving settings

Lockdown Utility

Unified Write Filter: HORM

Security Diagnosis

- The Security Diagnosis utility is unsupported and is removed on WoA devices

For ADV
l.
Il

VI.

VII.
VIII.

XI.
XIl.
XII.

XIV.

XV.

Image Manager:
Only supported on UEFI systems.
Supported on Windows 10 loT Enterprise LTSC 2019, Windows 10 loT Enterprise LTSC 2021,
and Windows 11 loT Enterprise LTSC 2024.
Only the C: partition will be backed up.
Iltems in the Recycle Bin will not be included in the backup.
Multiple Windows systems on the same computer are not supported.
Do not plug in or remove external storage devices during environment setup, backup, or
recovery.
Do not make any changes to disks or partitions during environment creation.
Please do not format C:, as it contains necessary driver files required for ADV Image
Manager to start recovery.
The number of partitions on the computer should not exceed 23.
The drive label “ADV Backup” must be reserved exclusively for ADV Image Manager.
Two free drive letters are required to create the environment.
The filter of the Unified Write Filter (UWF) feature must be disabled.
The defragmentation service (also known as “Optimize Drives” service) will be initiated
during environment creation.
Ensure that the partitions on the system disk meet the requirements specified in Section 6.1
and that there is no unallocated space on the system disk.

The Intel® Graphics Command Center may display an error after recovery.

Embedded loT SW
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4. General Functions

4.1 Windows Version

It shows Windows version, build numbers and architecture. Advantech Power Suite only supports
OS build version newer than 17763.

° Power Suite

Powar g Windows Version ADV Image :
Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

o ADV Image manager
2)
<

The ADV Image Manager provides an easy way to backup and recover the Windows OS volume.

ADV Image manager limitations

s Supports Windows 0S.

* The minimum hard disk space requirement is 128GB.

s Does not support more than one Windows system in the same computer.

* Do not plug in or remove external storage devices during Environment setup, backup and recovery.
s Make sure the system disk's partitions conform to the requirement in the user manual.

* Requires two free drive letters to create the environment.

* Do not make any changes with disk or partition during the environment creation.

s For automated processes, do not set a password as it will require manual input.

Please refer to the user manual to know more.

Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved 3 & English ¢
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4.2 Select Tool/Utility

Four tools are available: ADV Image Manager, Lockdown Utility, OS Enhancement Utility, and
Security Diagnosis.

° Power Suite

Embedded loT SW
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4.3 Change Language

V2.1.1

Change user interfaces of Advantech Power Suite based on the language selected by the user.

° Power Suite

wer Q Windows Version
Sita Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

2
£

ADV Image manager

The ADV Image Manager provides an easy way to backup and recover the Windows 0S volume.

ADV Image manager limitations

Supports Windows 0S.
The minimum hard disk space requirement is 128GB.

Does not support more than one Windows system in the same computer.

Do not plug in or remove external storage devices during Environment setup, backup and recovery.

Make sure the system disk's partitions conform to the requirement in the user manual.
Requires two free drive letters to create the environment.
Do not make any changes with disk or partition during the environment creation.

For automated processes, do not set a password as it will require manual input.

Please refer to the user manual to know more.

FEgdh

Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved

e
Ax
st20f

o [E o |

Note: Currently available in English, Traditional Chinese, Simplified Chinese, Japanese, and Korean.

Embedded loT SW
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4.4 Switch Dark/Light Modes

Users can switch between light (¥) and dark () mode based on their preferences.

° Power Suite

Power Q Windows Version Manlmm
St Windows 11 IoT Enterprise LTSC 2024 26100 8457 24H2 64-bit

&
D

The ADV Image Manager provides an easy way to backup and recover the Windows 0S volume.

~ * Supports Windows 0S.
* The minimum hard disk space requirement is 128GB.
* Does not support more than one Windows system in the same computer.
* Do not plug in or remove external storage devices during Environment setup, backup and recovery.
* Make sure the system disk's partitions conform to the requirement in the user manual.
* Requires two free drive letters to create the environment.
* Do not make any changes with disk or partition during the environment creation.

* For automated processes, do not set a password as it will require manual input.

Please refer to the user manual to know more.

Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved @ English ¢

° Power Suite

QE Windows Version
Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

ADV Image manager

The ADV Image Manager provides an easy way to backup and recover the Windows 0S volume.

ADV Image manager limitations
Supports Windows 0S.
The minimum hard disk space requirement is 128GB.
Does not support more than one Windows system in the same computer.
Do not plug in or remove external storage devices during Environment setup, backup and recovery.
Make sure the system disk's partitions conform to the requirement in the user manual.
Requires two free drive letters to create the environment.
Do not make any changes with disk or partition during the environment creation.
* For automated processes, do not set a password as it will require manual input.

Please refer to the user manual to know more.

ADvNTECH  Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved English <

11
Embedded loT SW

V2.1.1



ADMNTECH

Enabling an Intelligent Planet V2.1.1

4.5 System Information

Display current system information and the application version. The user can click “Check for
Updates” to see if a newer version is available.

Q Power Suite

System Information

Processor Memory(RAM)
Intel(R) Core(TM) i5-9500E CPU @ 3.00GHz 23.9GB

Secure Boot System Boot At
Disable 2025/12/15 16:51:26

Disk Network

» SQF-S25V1-128GDSDM: 119.2 GB » Ethernet: 00:0D:DO:EE:EF:54
» Ethernet 2: 00:0B:AB:BC:31:20
» Ethernet 3: 00:0D:D0:EE:EF:52

Application Version

Success Information

New version available: 2.0.19.25121515
Please contact Advantech for support.

m

Your application is up to date.

12
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4.6 Copyright Notice

Copyright notice and software version of Advantech Power Suite.

° Power Suite

V2.1.1

wer Q Windows Version
Sita Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

ADV Image manager

The ADV Image Manager provides an easy way to backup and recover the Windows 0S volume.

ADV Image
Manager

ADV Image manager limitations

Supports Windows 0S.
The minimum hard disk space requirement is 128GB.

Does not support more than one Windows system in the same computer.

Do not plug in or remove external storage devices during Environment setup, backup and recovery.

Make sure the system disk's partitions conform to the requirement in the user manual.
Requires two free drive letters to create the environment.
Do not make any changes with disk or partition during the environment creation.

For automated processes, do not set a password as it will require manual input.

Please refer to the user manual to know more.

Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved

o]

wr

English

Embedded loT SW

13



ADMNTECH

Enabling an Intelligent Planet V2.1.1

4.7 Uninstall Advantech Power Suite

During the uninstallation of Advantech Power Suite, the “ADV Backup” partition will be deleted
and the image backup will also be deleted.

Make sure you want to delete the image backup, then press “OK”. If not, please press “Cancel”.
Uninstall will be canceled and nothing will be changed if “Cancel” is pressed.

ADV lmage Manager

14
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5. Tools / Utilities

5.1 ADV Image Manager

511

Information

ADV Image Manager is a tool used to back up and recover computer systems. ADV Image

Manager can perform backup and recovery from the desktop application. Additionally, when the

computer fails to enter the Windows system, ADV Image Manager can be started from the EFI Shell to

recover the system.

>

What does the Environment setup section do?
When the environment setup starts, ADV Image Manager will replace the built-in Windows RE
(WinRE) with a new WiIinRE. Meanwhile, ADV Image Manager will create the “ADV Backup”

partition on the system disk to store the backup image.

What does the Backup section do?

When the backup starts, the system will restart and boot into WinRE. In WinRE, ADV Image
Manager will back up the C:\ partition. Please don’t close the command prompt and keep the
system focused on the command prompt to run the backup. When the backup is finished, the
system will automatically restart and boot into Windows. In Windows, open the ADV Image

Manager application to check the backup result.

What does the Recovery section do?

When the recovery starts, the system will restart and boot into WinRE. In the WinRE, ADV
Image Manager will recover the C:\ partition and the system partition. Please don’t close the
command prompt and keep the system focused on the command prompt to run the recovery.
When the recovery is finished, the system will automatically restart and boot into Windows. In

Windows, open the ADV Image Manager application to check the recovery result.

15
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5.1.2 Start to set up the environment

Select the “ADV Image Manager” tab, then select the “Backup & Recovery” page, and then press
“Settings” button.

== Power Suite = a X

Power Q Windows Version 1. all‘l:vn ;rnage ;
Suite Windows 11 IoT Enterprise LTSC 2024 26100 8457 24H2 64-bit ser |

Introduction and Settings Environment of Functions

E Creating the environment for os backup and recovery

Backup Recovery
<
S s
No Data
No Data
Only the latest recovery would be record.
Only the latest backup would be
record.
Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved & @& English €

16
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The computer’s built-in WinRE will be replaced after the ADV Image Manager environment is
created. This is an irreversible change even if the ADV Image Manager is uninstalled. Press “Confirm”

to continue creating the environment.

== Power Suite = a X

Warning

The environment can't be removed once it is
established. Please click confirm to confirm this action.

It takes a while to create the environment, please wait.

= Power Suite = (m} x

Changing configuration, please wait ...

Preparing environment, please wait...

17
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When the environment is created successfully, ADV Image Manager will display as shown below.

~= Power Suite - C X
Power Q Windows Version :ﬂ::;m:rg . E
sute Windows 11 IoT Enterprise LTSC 2024 261008457 24H2 64-bit >

Introduction and Settings Environment of Functions

Creating the environment for os backup and recovery ( v Setting completed )
2
<
s =
No Data
No Data
Only the latest recovery would be record.

only the latest backup would be

record. Backup External Recovery
Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved 5 @ English <

18
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5.1.3 Create Image Encrypted Backup

Click the “Settings” button, then show “Advanced Setting” Dialog.

= Power Suite = [m] *

Power Q Windows Version alg\:. ;mage ;
Suite Windows 11 IoT Enterprise LTSC 2024 26100 8457 24H2 64-bit ger

Introduction and Settings Environment of Functions

Creating the environment for os backup and recovery IZ: v Setting completed
-
s s
No Data
No Data
Only the (atest recovery would be record.
Only the latest backup would be
record. Backup External Recovery
Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved & @ English <
1
Advanced Settings X

(] Enable backup encryption (AES-256)

Password

Confirm Password

[ External Backup

Destination

Save

If you want to enable the encryption function, you must enter your password twice (Use 8
or more characters with a mix of uppercase, lowercase letters, numbers & symbols). If the
password is not complex enough or the two passwords are different, a warning will be

displayed.
19
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If you want to enable the external backup function, check the checkbox and select an

Advanced Settings X

Enable backup encryption (AES-256)

Password

Password must be 8 or more characters with a mix of upper &
lower case letters, numbers & symbols.

Confirm Password

[ External Backup

Destination

Advanced Settings X
Enable backup encryption (AES-256)

Password

Confirm Password

B o

Passwords do not match. Please re-enter.
[ External Backup

Destination

external backup path. The following rules must be followed:

The C drive cannot be selected.
The storage space must be sufficient.
FAT32 file systems are not supported.

V2.1.1

If an invalid location is selected, the corresponding error message will be displayed on the

screen.

Embedded loT SW
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Advanced Settings

Enable backup encryption (AES-256)

Password

Y

Confirm Password

External Backup

Destination

C:\Users\testpc\Desktop\test_d\backup.enc

( Select Folder

Encrypted backups cannot be restored without

Cannot save backup to system drive (C:). Please select another

drive.

Advanced Settings

Enable backup encryption (AES-256)

Password

Confirm Password

External Backup

Destination

¥:\Apply Image\backup.enc

< Select Folder

)

T
Free: 0 MB

® Used: 11.9GB @ Estimated backup: 15.7 GB

Encrypted backups cannot be restored without pa

There is not enough space on the disk.

V2.1.1
Advanced Settings X

Enable backup encryption (AES-256)

Password

Confirm Password

External Backup

Destination

Z:\sources\backup.enc

( Select Folder )

e
# Used: 473 MB # Estimated backup: 15.7 GB Free: 0 MB

Encrypted backups cannot be restored without p word.

Target drive is FAT32 formatted, which does not support files
larger than 4GB. Please select an NTFS or exFAT drive.

Advanced Settings X

Enable backup encryption (AES-256)

Password

Confirm Password

External Backup

Destination

Y:\Apply Image\backup.enc

( Select Folder )

A ——
® Used: 11.5 GB ® Estimated backup: 15.7 GB® Free: 137 MB

Encrypted backups cannot be restored without password.

{ Save

When all checks pass and no warning messages (red text) are displayed, you can click Save to

proceed.

Embedded loT SW
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r

= Power Suite = [m] X

Advanced Settings

[ Enable backup encryption (AES-256)

Password

Confirm Password

External Backup

Destination

D:\backup0312.wim

( Select Folder )

T
® Used: 40.9 GB @ Estimated backup: 15.7 GB # Free: 3.1 GB

After Confirm your password even the external backup path.

= Power Suite = m} X

Success

Setup Completed

Click the “Backup” button, then press “Confirm”. The system will restart to WinRE and start the

backup. Please don’t close ADV Image Manager after the backup starts.

22
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~= Power Suite

Embedded loT SW

g Windows Version
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

ADV Image
Manager

Introduction and Settings Environment of Functions

Creating the environment for os backup and recovery ( + Setting completed )

o
=S
No Data o
No Data
Only the latest recovery would be record.

Only the latest backup would be

record. ackup External Recovery
o

Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved

~= Power Suite

Warning

i @ English ¢

The system will restart to create a backup. Please click
confirm to confirm the action.

23
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You're about to be signed out

Windows will shut down in less than a minute.

V2.1.1

In WIinRE, please don’t close the command prompt and keep the system focused on the
command prompt to run the backup. If the system is not focused on the command prompt, please

press “Enter” in the command prompt to regain focus.

B X:\windows\system32\cmd.exe

Decrypt:

ckupPath:

Enab

>N : FCBA

at drive

upPath (

X:A\windows\system32\cmd.exe

Part succes

Found V
Final BackupPath:
‘nal Backup Mode
Find R:
Image Manager To
Deployment
1©.0.26100.

Image Ser

image

to temporar

and

ssigned the driv

\backup©319.enc

mount point.

after drive

E:\

\backup©319.

100 .0%

operation completed successfu

A directory or file C:

age already

Image
subdirectory
already e
BIOS/UEF
Encrypt:

ir backup file

Encryption

encryption
Source and destinat
Writing encryption

\Program

Configurat

encrypt

Management

backup©319.enc

tool

Advantech\ADV Image

(during captur

dvantech\ADV Image Manag

[LOG] Encryption completed su

[LOG] Creating encryption marl

ackupRec

— e >

Manager\AdvBackupRecoveryPack

overyPac

Backup encryption completed.

24
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When the backup is finished, the system will automatically restart and boot into Windows. In
Windows, open the ADV Image Manager application to check the backup result. If the last successful
backup was saved to an external location, the Status field will additionally display the external path
where the backup was stored.

== Power Suite = a X

Power QB Windows Version al:\:.;mage ;
e Windows 11 IoT Enterprise LTSC 2024 26100 8457 24H2 64-bit -

Introduction and Settings Environment of Functions

Creating the environment for os backup and recovery 'C + Setting completed :1
Backup Recovery
<
Status
Create backup success. File at D:\0522backup.enc
File
Encrypted backup exists
=]
Last Backup Time No Data
5/22/2026 3:30:54 AM
Only the latest backup would be
record. Backup ( Recovery Default ) ( External Recovery )
Version 0.0.0 2024 Advantech Co., Ltd. all rights reserved {5t @ English €
25
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5.1.4 Recovery

»  Recover Image from tool
There are two recovery methods available.

¢ Recovery Default: Use this option to restore the system from the backup file stored internally
in the system. This option is available only when a valid backup file exists in the system.

¢ Recovery: Use this option to restore the system from an external backup file. When an
external file is selected, ADV Image Manager will verify the file to ensure it is valid and can be
used for recovery.

== Power Suite = m} x

Power QE Windows Version :'I:Vr'limagt ;
S Windows 11 IoT Enterprise LTSC 2024 26100 8457 24H2 64-bit ger

Introduction and Settings Environment of Functions

0o

Creating the environment for os backup and recovery Z: « Setting completed :I'

o T
Status

Create backup success. File at D:\0522backup.enc

File
Encrypted backup exists

=
Last Backup Time No Data

5/22/2026 3:30:54 AM

only the latest backup would be
record. Backup ( Recovery Default ) ( External Recovery )

Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved 5 @ English <

If the verification fails, the following message will be displayed.
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Error

Not generated by ADVANTECH tool, cannot be used as
source.

Click the Recovery button, then press Confirm. The system will restart to WinRE and start the recovery
process. The backup file will be restored to C:, and all changes made after the backup file was created

will be lost. Please do not close ADV Image Manager after the recovery process starts.

Now, you're ready to reboot.

You're about to be signed out

Windows will shut down in less than a minute.

Close

Please don’t close the command prompt and keep the system focused on the command prompt
to run the recovery. If the system is not focused on the command prompt, please press “Enter” in the
command prompt to regain focus.

If you are restoring from an encrypted backup file(*.enc), please enter the password first.
Otherwise, no password is required.
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X:\windows\system32\cmd.exe

R — ADV

ADV Image Manager

[LOG] Encrypt/Decrypt: Enabl
[LOG] Found VSN match at drive

Please enter the p ord for
(or type ‘exit’' to cancel

You have three chances to enter the correct password.

B X:\windows\system32\cmd.exe

Active code page: 4

Micrc ft DiskPart v on 10.0.26100.1

Copyright (C) W rosoft Corporation.
computer: MINWINPC

Volume 2 is the selected volume.

selected volume has no 1 or mount point to remove.
xPart successfully assigned the

Re-resolving R
Found VSN match
Final Recover
External Rec
Copying to R
Copy complete

biosEncConfig

[LOG] Verifying nt

[ERROR] Pas

drive letter or mount point.

ource after drive letter assignment
319\backup©319.enc

Sourc

ord..:-

word validation failed: decrypted data do

not match WIM format.

[ERROR] *** INCORRECT PASSWORD ***
[ERROR] Please try again or type
[ERROR] Remaining attempts: 2

sword for
to cancel):

If you enter the correct password.
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X:\windows\system32\cmd.exe

DiskPart successfully

ass

Partition 1 is now the se

DiskPart successfully

DiskPart successfully ass

Volume 2 is the selected

The selected volume has n

DiskPart successfully

ass

Leaving DiskPart...
Starting decryption
Starting decryption
Reading encryption
Starting decryption
WIM header verified

ption complete

Decryption complete

A subdirectory or file C:
age already e sts.

[LOG] Decryption complete

Active code 437

page:

X:A\windows\system32\cmd.exe

DiskPart successfully

rem

DiskPart successfully

ass

Partition 1 is now the se

DiskPart successfully rem

DiskPart successfully ass

is the selected
volume has n
DiskPart successfully

Leaving DiskPart...

removed the drive letter

assi

igned the drive letter or mount point.
lected partition.

or mount point.

igned the drive letter or mount point.
volume.

o letter or mount point to remove.

igned the drive letter or mount point.

process
header. ..

for AES-

d successfully.
d successfully.

\Program Files (x86)\Advantech\ADV Image Manager\AdvBackupRecoveryPack

d successfully. Proceeding with recovery...

oved the drive or mount point.

igned the drive letter or mount point.

lected partition.

oved the drive letter or mount poin

igned the drive letter or mount point.

volume.

o letter or mount point to remove.

igned the drive letter or mount point.

Starting decryption...

Starting decryption
Reading encryption

Starting decryption
WIM header verified

Decryption comple
Decryption comple
subdirectory or file
age already exists.
[LOG] Decryption complete

te
te

C:

X:\windows\system32\crmd.exe
100 percent completed

DiskPart successfully

Partition S is now the se

100 percent completed
DiskPart successfully

Partition 1 i now the se

100 percent completed
DiskPart successfully
the se

Partition 2 is now

DiskPart successfully

DiskPart succeeded in

Leaving DiskPart...

ADV Image Manager Tool is

Deployment
Version: 10.0.26100.1

Applying image

Embedded loT SW

formatted

formatted

formatted

creating the

process for AES-256
header...

d successfully.
d successfully.

\Program Files (x86)\Advantech\ADV Image Manager\AdvBackupRecoveryPack

d successfully. Proceeding with recovery...

the volume.

lected partition.
the volume.
lected partition.

volume.

the

lected partition.

deleted the selected partition.

specified partition.

powered by Advantech.Co

Image Servicing and Management tool




ADMNTECH

Enabling an Intelligent Planet

V2.1.1

When the recovery is finished, the system will auto restart and boot into Windows. In Windows,

open the ADV Image Manager application to check the recovery result.

» Recover Image from EFI Shell

r
= Power Suite = (] X
Power gi Windows Version a‘:‘; Image ;
Siita Windows 11 IoT Enterprise LTSC 2024 26100 7840 24H2 64-bit 2ger
o Introduction and Settings Environment of Functions
Creating the environment for os backup and recovery i:: v Setting completed )
Backup
<=
Status Status
Create backup success. File at D:\backup0312_.enc Recovery success. File from D:\backup0312_.enc
File Last Restore Time
Encrypted backup exists 3/12/2026 2:14:45 PM
Last Backup Time
3/12/2026 11:43:11 AM
Only the latest recovery would be record.
Only the latest backup would be
: (
record. Recovery Default Recovery
Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved 55 @& English €

Besides starting recovery from the desktop application, ADV Image Manager can also start

recover from WinRE. The WinRE entry points can reference on the Microsoft website. When

the computer fails to enter the Windows system, you can use this method to recover your

system.

Note: This method has not been validated on Windows on ARM (WoA) systems and is

therefore not supported.

I.  Using the BIOS built-in EFI Shell or a USB drive that includes EFI Shell can start WinRE.

Il.  Using command “fsX:” and “EFI\Microsoft\Boot\bootmgfw.efi /RecoveryBCD” to enter

WinRE.

Embedded loT SW

30



ADVNTECH

Enabling an Intelligent Planet

V2.1.1
lll.  Xis the selected file system’s number.

hd3Sdob
B :

{(null)

(null)

Type “2” then press “Enter” to select the Recover OS function. Type “Y” or “y” then press
“Enter” to start the recovery. After recovery, the system will reboot into Windows. If you

want to cancel the recovery, please type “N” or “n” then press “Enter” to cancel.

BN X:\windows\system32\cmd.exe

a0 .

,,,,,,,,,,,, ADV Image Manager

ADV Image Manager Tool is powered by Advantech.Co
[LOG] Encrypt/Decrypt: Enabled

Enter the number to select which function you want to run.
1 iind RE

The OS and all the data in C:\ will recover into the backup you
y the data before backup will be recovered.
ter Y/y to confirm the action.

had ever created.

n to cancel.
select is:y,

The system will scan for available .wim or .enc files within the root directory and one level of
subdirectories, and display them in a selection menu.

31
Embedded loT SW



ADVNTECH

Enabling an Intelligent Planet V2.1.1
Please select the image you want to restore. (The image shown is for illustration purposes only.)

If the selected file is encrypted (.enc), you will be prompted to enter a password. Otherwise, no
password is required.

B X:\windows\system32\crmd.exe

= ][O (w5

y Advantech.Co

Encrypt/De Enabled
number ect which function you want to run.
RE

er into the backup you had

red.

You have three chances to enter the correct password. After recovery, the system will reboot
into Windows.
For other WinRE functions, please check 6.2.
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5.1.5 Bootable USB Media

After the base backup file is created, you can proceed to create a bootable USB. Click the option
highlighted in the red box on the screen to open the bootable USB function page. (WoA not support)

= [m]

x

== Power Suite

Pawer Windows Version :il;‘r’l;m:rg . :
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit &

Introduction and Settings Environment of Functions

Creating the environment for os backup and recovery ( + Setting completed )

©
“

Status Status

Create backup success. File at D\0522backup.enc RECOVEry SUCCEss

File Last Restore Time

Encrypted backup exists 5/22/2026 6:35:04 AM

Last Backup Time

5/22/2026 3:30:54 AM

Only the latest recovery would be record.
Only the latest backup would be
record. ackup ( Recovery Default ) ( External Recovery )

Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved & @ English ¢

First, the following window will appear. Please follow the steps shown. Begin by opening the
provided link and downloading the required compressed package according to the instructions on the

page.

= Power Suite

1. Please download frghn WinPE, please read the readme.txt for details
2. Unzip and run the batch file to place files

3. After ready click check button
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[ %86 - Dropbox - u] X |
) httpss//www.dropbox.com/scl/fo/tnénc3jrkdiz8eTySon3/ADKGEQUIF2yuONnETWoj94/xB6rkey =j974cin66ma. 1 _nav_tracking=18ud1=0
|
s o - D
/'  ESSRD shared this folder. Want to do more with it? Login Signup X
= 2 8
Copy to Dropbox Download Copy link
x86 LEd
from ESS RD (Advantech)
Name 4 Modified Size
i x86.22621 boot7z Vesterday 4339 MB
Extract the compressed file and run run.bat.
[ Name Date modified Type
f_,D ED @ @ ~ “lastmonth
Cut Copy Rename Share Delete [ infojson 2/10/2026 3:25 PM JSONFile
E]run % - o ) A
- . L i &) ®
— Open Ente 1] x86.22621 bootwim Cut Copy Paste Rename Share
fo Open with > Open
. [ Share with
Open in new tab
f§ Run as administrator
2 : q
LJ Open in new window 7 Add to Favorites
[ Share with b FD Compress to...
Copy as path
[ Extract All... .
ﬁ Properties
Q Pin to Start B3 Show more options
~= Power Suite = O X

Embedded loT SW

1. Please download from WinPE, please read the readme.txt for details

2. Unzip and run the batch file to place files

3. After ready click check button
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After the process finishes, click Check in the dialog box to perform the verification. If the
verification is successful, PASS will be displayed and the page will be available. If the verification fails,

the page will remain disabled.

1. Please download from WinPE, please read the readme.txt for details

2. Unzip and run the batch file to place files

3. After ready click check button m

PASS.

After entering the settings page, click the option highlighted in the red box to re-detect the USB
device. If a backup file already exists in the system, the information will be displayed in the area
highlighted in the green box.

= Power Suite - o x
Power gi Windows Version .'A‘Wlmagc ;
Sul Windows 11 loT Enterprise LTSC 2024 26100 8037 24H2 64-bit Lo

Create Bootable USB Media

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This enables you to
b2} deploy operating systems and related images quickly and efficiently.

USB drive for image writing |

e SanDisk Extreme USB Device(002&0) VI o
|
Image for restoration (.wim/.enc)

@ ADV defaultimage (O ADVexternalimages SclectFile

0S Version

Windows10 2021 LTSC ZEL TR

) UEFI
[/Windows11 2024 LTSC
s ~\
N Create )
FYITIEl  Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved @& English <
B w B

If you do not want to use the internal backup file, select Other Images and click the folder icon to
open an external backup file.

When using an external backup file, you must manually select the correct OS version and Boot
information. If the selected settings do not match the external backup file, the recovery process may
fail.
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*= Power Suite - [} x
Power g Windows Version @ :.I:al\:.;m earge
hd Windows 11 IoT Enterprise LTSC 2024 26100 8037 24H2 64-bit -

Create Bootable USB Media

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This enables you to

9 deploy operating systems and related images quickly and efficiently.
USB drive for image writing
e SanDisk Extreme USB Device(002&0) v
Image for restoration fdl
O ADV default image | ® ADV external images = Select File |~
A
0S Version Boot information
() 2019 LTSC @ 2021/2024 LTSC ® UEFI O Legacy
o
Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved & & English ¢

If the selected file is a .wim file, the system will perform a rule check. If the check passes, you can
proceed with Create. If the check fails, an error message will be displayed as shown below.
For .enc files, no rule check is required.

= Power Suite = [m] X

Error

Not generated by ADVANTECH tool, cannot be used as
source.
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= Power Suite O x

Power g Windows Version

Windows 11 IoT Enterprise LTSC 2024 26100 7840 24H2 64-bit

.

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This enables you to
deploy operating systems and related images quickly and efficiently.

USB drive for image writing
@ SanDisk Extreme USB Device(002&0) (e

Image for restoration (.wim/.enc)

(O ADV Backup image @ Otherimages = D:\backup0312.wim |3
A
0S Version Boot information
() 2019 LTSC @) 2021/2024 LTSC ® UEFI (O Legacy

3]

Version 0.0.0 2024 Advantech Co., Ltd. all rights reserved @ 9 English {

= Power Suite = [m] X

Processing

format usb, please wait...
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== Power Suite = [m] X |

Success

Bootable USB Media Creation Completed

TIP: After the USB is created, if an .enc file is selected, make sure the remaining space on the USB
drive is larger than the selected .enc file.

5.1.6 Recovery from Bootable USB

After the USB is created, you can test it by rebooting the system.
Enter the BIOS setup and change the boot order so that the system boots from the USB device.

If the image was created from an encrypted file (.enc), you will first be prompted to enter the
password. You have three attempts to enter the correct password.
If a .wim file is used, the password verification step will be skipped. Click the eye icon to temporarily
reveal the password you entered.
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B X:\windows\system32\cmd.exe - startnet.cmd

Password Required

Encrypted Image - Password Required

Remaining attempts: 3

©

Error
Too many failed attempts. Application will close.

After entering the main screen as shown in the figure, the backup file name you created earlier

at the top.

will be displayed
At this point, select the destination where you want to restore the image. Please make sure the

correct destination is selected

Embedded loT SW

ADV Image Deployer

Image Information:

backup0312__enc
Size (MB)

y

ncrypted image file

)ecrypting e

Status:
o)
ADMANTECH Copyright (C) 2025 EloT. Advantech Co.. Ltd. All rights reserved. Version: 1.1.1.5
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Click “Apply Image.” A confirmation message will appear. Click “Yes” to proceed.

X
. ADV Image Deployer !

Image Recovery
Image Information:

backup0312__enc

Question

Proceed with disk restore?
Destination drive will be permanently overwritten_

Status: Ty Tl

@

ADVANTECH Copyright (C) 2025 EloT. Advantech Co.. Ltd. All rights reserved. Version: 1.1.1.5

The progress can be monitored in the Status section.

After the process is completed, a message will appear prompting you to restart the system.

. ADV Image Deployer )
Image Recovery

Image Information:

backup0312__enc

Question

Clone Completed Successfully
Do you want to restart computer?

Status: Cleaning up temporary files..

(o]

AD\'\NTECH Copyright (C) 2025 EloT. Advantech Co.. Ltd. All rights reserved. Version: 1.1.1.5
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5.2 Lockdown Utility

5.2.1 Lockdown Settings

= Power Suite = m} x
Power Q Windows Version @ Lockdown Utility 3
Suits Windows 11 loT Enterprise LTSC 2024 26100 2605 24H2 64-bit

Information

The Advantech utility provides embedded lockdown settings for easy customization on Windows 0OS

Enable Lockdown Features

To enable or disable this feature, the system must be rebooted after applying the settings.

@ ' Keyboard Filter Unified Write Filter
@ ' Embedded Logon

Q@Dmo

Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved & & English ¢

» Enable Lockdown Features
B There are some dependency settings to be designed onto the Enable Lockdown Features.
You can directly enable or disable Windows Features without using DISM.
B Each toggle switch is correspondence with the menu items on the left side. If you do not
enable toggle switch, you will not be able to use the menu item functions.
B Enable toggles before configuring functions from the left menu.
B |f Embedded Logon is enabled, the shutdown logo will not be displayed.

To enable or disable this feature, the system must be rebooted after applying the settings.

@ Keyboard Filter Unified Write Filter

@ Embedded Logon
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5.2.2 Auto

matic Logon and Boot Options

~= Power Suite = o X

| Power Q Windows Version @ Lockdown Utility H
St Windows 11 loT Enterprise LTSC 2024 26100 2605 24H2 64-bit

. T ST

Auto Sign-in @  BootLogo

(]
@ ' LockScreen
Confirm
o
Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved & @ English<
»  Automatic Logon
B Auto Sign-in: enabling this function to automatically logon with your User Name,
Password, and Domain Name when boot up.
»  Advanced Boot Option
B Advanced Boot Option is designed for image customization to disable Microsoft boot logo
and Microsoft lock screen.
B The Boot Logo and Lock Screen settings cannot be changed when Embedded Logon

Embedded loT SW

feature is turned off.
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5.2.3 Unified Write Filter

The Unified Write Filter (UWF) feature on your device is to help protect your physical storage
media. With UWF enabled, your device will become read-only, which protect system from write

operations.
To prevent the UWF overlay from running out of space, users are advised to restart the system

regularly when UWF is enabled.

Note: Before enabling “Disk Write Filter”, be sure to remove all USB storages from the device to prevent UWF malfunctions

or failures.
"= Power Suite = a X
Power Windows Version @ Lockdown Utility 3
Suita Windows 11 loT Enterprise LTSC 2024 26100 2605 24H2 64-bit
A Disk Write Filter
Disable | ':: Settings :]'
Disk Protection

o Volume Status

B C:

Hibernate Once/ Resume Many (HORM)
You can use HORM feature with UWF to start your device in a preconfigured state.
Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved & & English €
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»  Disk Write Filter
After enabling Disk Write Filter, you cannot modify advanced settings because of dependency.
The Advanced Settings include overlay setting and exclusions.
More information is available at:
® Unified Write Filter (UWEF) overlay location and size

®  Write filter exclusion

Since the system will be in read-only mode, all the changes would be saved in a virtual overlay. You
could decide where the virtual overlay to be saved, in RAM or in Disk. You could also decide which
files/directories are exclusive from protection via below Windows.

| "= Power Suite = a X

Advanced Settings

Overlay Setting

@® Memory(RAM) Minimum: 256, Maximum: 2,808

) Disk Only Minimum: 1,024 , Maximum: 81,194

Read-Only

File Exclusions

(Please first select the prefix of the registration code below, and then proceed

Registry Exclusions . K X
to fill in the sub-registration code)

HKEV | NrAl MACHINERCDNAOAOOGIDNY

Confirm
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»  Disk Protection
“Disk Write Filter” must be enabled before you can configure this section. This area lists all
volumes on the device. If you want to use Disk Write Filter, it’s necessary to indicate which
volumes you would like to protect.
Be aware that you CANNOT use UWF to protect external removable drives, USB devices or
flash drives.
More information is available at: Unified Write Filter (UWF) feature (unified-write-filter)

» HORM

Hibernate Once/Resume Many helps to quickly turn off or shut down your system, and then
restart into the preconfigured state, even in the event of a sudden power loss. When HORM is
enabled, your system always resumes and restarts from the last saved hibernation file
(hiberfil.sys).
If you would like to activate HORM, Hibernate function must be enabled in advance. You can
enable it through OS Enhancement Utility or Windows Control Panel.
UWF must be enabled before you can enable HORM. UWF must be configured in the following
ways to protect the hibernation file from becoming invalid:

l. The UWF overlay must be configured to use RAM mode. HORM does not support

disk overlay.
Il. Enable Read-Only in Advanced Settings
M. No file, folder, or registry exclusions configured for UWF.

More information is available at: Hibernate Once/Resume Many (HORM)

Note 1: HORM can be worked on a UEFI device when your Win 10 loT Enterprise version is 1709 or newer,
otherwise only Legacy. If you cannot use HORM, please try to make your windows update to the latest.
Note 2: Once the system enters into Hibernate with HORM enable, the next HORM enable action will resume

from the previous Hibernate status.
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Q@l}m)

"= Power Suite = a X

Power Q Windows Version @ Lockdown Utility 3
Suits Windows 11 loT Enterprise LTSC 2024 26100 2605 24H2 64-bit

Introduction and Settings of Functions

Settings for Breakout Key and Predefined Keys.

( Allows the Administrator account to ignore all keyboard settings and freely use all combination keys and shortcuts.

Keyboard Breakout Settings Predefined Keys Settings
When you press a key consecutively 5 times, Windows will In normal accounts, is the operation of editing combination
display a welcome screen, allowing you to log in with a keys locked.

different account.

Breakout key

Windows d (: Confirm :]' ':: Setting :;'
Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved & & English ¢

» Introduction and Settings of Functions

Enable the setting to avoid being restricted keyboard use under administrator account.

» Keyboard Breakout Settings

You can configure a breakout key sequence to switch out a locked down account by specifying

a key scan code. When you press the Breakout Key 5 times consecutively, Windows presents

the Welcome screen so that you can sign in to a different account.

Embedded loT SW
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»  Predefined Keys Settings
We provide predefined keys which are defined by Microsoft.
The default setting is to allow all of the predefine keys. If you want to block keys for your users,
check the items that you want to block, and click “Save”. The selected key combinations will be

blocked.

"= Power Suite

List of Predefined keys

Key combination Select

Alt Blocked
Alt+Fa Blocked
Alt+Space [ Block
Alt+Tab [ Block
Alt+Win [ Block

Application D Block
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5.2.5 Embedded Logon

V2.1.1

"= Power Suite

wer Q Windows Version
Suite Windows 11 IoT Enterprise LTSC 2024 26100 2605 24H2 64-bit

Blocked shutdown resolver
(BSDR) screen and automatically end
applications

Lock

Switch user

Cancel

R T
@ Login Screen

o«
@)

) Task Manager

) Power button

) Change a password

- [m] x

Lock
Sign Out

Switch user

Ease of Access button

Language button

FUNC=10 Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved

& & English ¢

»  Advanced Boot Option

You can hide logon screen by disabling “Login Screen”. Before configuring this setting, you must

enable auto login in advance, which can be set on the “Automatic Logon and Boot Options”

menu.

When the BSDR screen is enabled, any open applications that blocking system from restarting

or shutting down would be close immediately. No Ul will be displayed to check again whether

you are sure to restart system, and users are not given any chances to cancel the shutdown

process. This action will result in losing data if there are any unsaved data.

»  Ctrl + Alt + Del Screen Option

You can configure Ctrl + Alt + Del options to customize what kind of function to be run under

the combination keys of Ctrl, Alt, and Del.

Embedded loT SW
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5.3 OS Enhancement Utility

5.3.1 Information

Basic function description of the OS Enhancement Utility.

° Power Suite

Power Q Windows Version m;gam :
Suite Windows 11 IoT Enterprise LTSC 2024 26100 7171 24H2  64-bit

0S Enhancement utility provides some Windows features which can be easily configured on it.

&-))i[lvﬂ-@l

Version 2.0.18 ©2024 Advantech Co., Ltd. all rights reserved # @ English
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5.3.2 General Settings

Provide interfaces that allow users to quickly configure frequently used Windows settings.

oo Qa Windows Version 08 Enhancement
— Windows 11 loT Enterprise LTSC 2024 26100 3476 24H2 64-bit

§

rdom s

]
Touch @ Automatic Windows Update
r
( Enable Touch Specify Intranet Windows Update Service Location
Enable Touch Gestures
-
System Settings @ Automatic driver updates with Windows Update
) Black Screen when BSOD
Hibernate
—_
Notification

s g 000

Stop System Notifications
Block All USB Storage Devices

OneDrive Settings Only Current USB Devices/Ports can Access

Version 2.1.1 ©2024 Advantech Co., Ltd. all right reserved m m B @ engliang

» System Settings

B Touch
® Enable Touch: enable or disable touch function (only support capacitance touch device)
® Enable Touch Gestures: enable or disable touch gestures

B System Settings
® Black screen when BSOD: after enable this feature, screen will display black screen
when system occurs BSOD instead of blue screen

® Hibernate: enable to show hibernate option in showdown settings menu
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3« Power Options » System Settings

v

o

Define power buttons and turn on password protection

Choose the power settings that you want for your computer. The changes you make to the settings on this

page apply to all of your power plans.

Power and sleep button settings

@ When | press the power button: | Sleep

@ When | press the sleep button: Sleep

Shutdown settings
[]Turn on fast startup (recommended)

This helps start your PC faster after shutdown. Restart isn't affected. Learn More

Sleep

Show in Power menu.
[JHibernate
Show in Power menu.

Lock

Show in account picture menu.

®m Notification

® Open Action Center: enable to show action center on task bar

® Stop System Notifications: enable/disable to suppress/show system notifications

B  OneDrive

® Open OneDrive Function: enable or disable OneDrive function

® Show OneDrive in File Explorer: enable to show OneDrive node in file explorer

Embedded loT SW

Windows 10

Windows 11

12:54 AM

AT s O

4150 PM
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Windows 10

Windows 11

1:13 AM
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Settings

Computer View

0 5 ThisPC

v | O

3 Quick access

> @ OneDrive

3 This PC

oF Metwork
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» Windows Settings

B Automatic Windows Update: enable or disable automatic Windows updates
® Specify Intranet Windows Update Service Location: enable to assign an intranet URL as
new Windows update location if Automatic Windows update is enabled

@ ' Automatic Windows Update

@ ' specify Intranet Windows Update Service Location

http://MyWuServer.internal:8530

@ Automatic driver updates with Windows Update

B Automatic driver updates with Windows Update: turn OFF this option prevents driver
updates even when Automatic Windows Update is enabled. This setting is forcibly disabled
when Automatic Windows Update is turned off.

@) Automatic Windows Update

Specify Intranet Windows Update Service Location

Automatic driver updates with Windows Update

52
Embedded loT SW



ADMNTECH

Enabling an Intelligent Planet V2.1.1
B Automatic Microsoft Defender Antivirus Update: turn ON this option to allow Microsoft
Defender Antivirus to remain up to date even when Automatic Windows Update is disabled.
This setting is forcibly enabled when Automatic Windows Update is turned on.
B Automatic Microsoft Edge Update: turn ON this option to keep Microsoft Edge Browser up
to date even when Automatic Windows Update is disabled. This setting is forcibly enabled
when Automatic Windows Update is turned on.

Automatic Windows Update

@ Automatic Microsoft Defender Antivirus Update

@ Automatic Microsoft Edge Update

> Device Permissions

B Block All USB Storage Devices: Enable to block all USB storage devices, including read, write,

and execute permissions

Remowvable Disk (D)
-]

Location is not available *

9 D is not accessible,

Access is denied.
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Only Current USB Device/Port can Access: this is a device-based feature. If enabled,
only the USB devices that had working in this computer could work, and no other USB
devices could work further.
For example, if only USB keyboard-A is already recognized by this computer, after
enabling this feature, no other USB keyboards could work in this computer unless the
device ID is added to the allow list.
€ Add USB devices to Allow List: users add device IDs into the allow list to make
sure the selected device types still work on this computer while Only Current USB
Device/Port can Access is enabled.
For example, if a user can apply following steps to use another keyboard:
1. Enable Add USB devices to Allow List
2. Click “Setting” button to open dialog

@ ' only Current USB Devices/Ports can Access

|V( Add USB devices to Allow List Setting

Some USE devices have multiple GUIDs, and it's common to miss some in
the settings. As a result, allowing a USB device may require setting more
than one GUID in the allow list.

s Allow specific USB devices/categories

- Piossire + loe snd 211D

3. Select all required device IDs (state from “Allow” to “Allowed”)
Click “Save” button to close dialog

1D for Allow list o
[u} Celect
IELE L339 FIUSL BUS LOTILIURIET 1) manaw
Imaging Device O stlaw
irDA Devices D Allow
Keyboard Allowed |
Wedia Changers D Allow
Wemary Technology Diriver O mttow

Save
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5. Click “Apply” button to finish setup and reboot device

° Power Suite

E
|

wer Q Windows Version
Suite Windows 11 loT Enterprise LTSC 2024 26100 3476 24H2 64-bit

]
Touch @ | Automatic Windows Update
o ( Enable Touch Specify Intranet Windows Update Service Location
Enable Touch Gestures
= :
System Settings
@ Black Screen when BSOD
Hibernate
—_
Notification
@ open Acton conter
Stop System Notifications
) ) @ ' Only Current USB Devices/Ports can Access
OneDrive Settmgs
@ | Add USB devices to Allow List
Some USB devices have multiple GUIDs, and it's common to miss some in
the settings. As a result, allowing a USB device may require setting more
than one GUID in the allow list.
+ Allow specific USB devices/categories
s Nauica cat ine and G11Ne
o

& & English ¢

Version ©2024 Advantech Co., Ltd. all rights reserved m

Note: add a device type may need selecting multiple class IDs from allow list.
For example, if a user wants to add new keyboard devices, in addition to the Keyboard ID, the Human Interface

Device (HID) ID is also required to make the Keyboard ID effective.
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5.3.3 Kiosk

Kiosk mode is a common way to lock down a Windows device while the device is used for a

specific task or used in a public setting.

X

= Power Suite - (m]

Power Qa Windows Version @ 0S Enhancement :
Hule Windows 11 loT Enterprise LTSC 2024 26100 2314 24H2 64-bit y

@ ' Enable Kiosk "When disabled, all related settings will be cleared. Please proceed with caution.
Assigned Access (UWP) .
e User Application
None v None v
P4
— Shell Launcher (Win32 Application) @
User Application Action after close shell
devel Select File 13 No Action v
ul Select File = No Action v
u2 Select File S No Action v
u3 Select File = No Action v
Version 2.0.8 ©2024 Advantech Co., Ltd. all rights reserved o« & @ english<

> Kiosk

B Enable Kiosk: enable or disable kiosk feature

|( Enable Kiosk fwhen disabled, all related settings will be cleared. Please proceed with caution.

Note: all current kiosk settings will be purged if the toggle is set to disable and applied
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» Assigned Access (UWP)

B Assigned Access (UWP): set enable to launch the selected UWP application when the

selected user logs on

® User: select a local account other than current user

® Application: select an UWP application

Assigned Access (UWP)

Application

v Windows.PrintDialog_cw5n1h2txyewylMicrosoft. Windows.PrintDialog I

» Shell Launcher (Win32 Application)

V2.1.1

B Shell Launcher (Win32 Application): set enable to launch the selected Win32 application

when the corresponding user logs on

Shell Launcher (Win32 Application) ®

User

Application: select a Win32 application to be launched when the user logs on

Action after close shell: choose the action to take if the selected Win32 application is

terminated. Available actions are: No Action, Shutdown Computer, Reboot Computer,

and Restart Shell.

Application

Action after close shell

devel

ul

u2

u3

IC:"LP rogram Files\Git\gi t-cmd.exel

Select File

Select File

Select File

No Action

Reboot Computer

Restart Shell

No Action

Embedded loT SW
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5.3.4 Energy

Collect settings that have an impact on power consumption. By apply recommendation values,
user can reduce power use, improve battery life and lower the carbon footprint.

= Power Suite - [m] X

Q Windows Version %El:hanumcm
Windows 10 loT Enterprise LTSC 2021 19044 5608 21H2 64-bit

ST e —

Suite

Currently, you can only view the i
o power-saving settings in the BIOS. 2/T Great start — keep going !
But to make changes, please enter Apply energy saving recommendations to lower your PPl
g the BIOS. carbon footprint
© |Intel(R) PCI Express
o Root Port #4 - TABB © Power Mode
Applied Set the power mode to best power efficiency
—_
© Intel(R) PCI Express O Dark Mode

Root Port #2 - TAB!
ootFo o Turn on dark mode

Not Applied

@ Screen Timeout )
© |Intel(R) PCI Express (

RoOt Port #3 - TABA Turn off my screen after 3 minutes

Applied
© Sleep Timeout
© c-State Put my device to sleep after 5§ minutes
Applied
Version ©2024 Advantech Co., Ltd. all rights reserved £ & English <

Note: utility tries to read some information using Advantech SUSI APIs. This means that the status will show “No

Data”, “Not Available”, or “Not Support” if Advantech SUSI package is not installed on the device.
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» BIOS

V2.1.1

B Display current status of BIOS energy recommendation settings. These values are read from
BIOS and can’t be modified by utility.

Embedded loT SW

Note: specific Intel CPUs are supported at this time. This feature is not available for all

platforms/products.

Currently, you can only view the
power-saving settings in the BIOS.
But to make changes, please enter
the BIOS.

© Intel(R) PCI Express
Root Port #4 - TABB

Applied

© Intel(R) PCI Express
Root Port #2 - TAB9

Not Applied

@ Intel(R) PCI Express
Root Port #3 - TABA

Applied

@ C-State
Applied
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» Energy Recommendations

B Click “Apply All” button to automatically apply recommended values to all items.

Energy Recommendations

2T Great start — keep going !

Apply energy saving recommendations to lower your
carbon footprint

© Power Mode

Set the power mode to best power efficiency

@ Dark Mode

Turn on dark mode

@ Screen Timeout

Turn off my screen after 3 minutes

@ Sleep Timeout

Put my device to sleep after 5 minutes

\

Energy Recommendations

T/T Nicely done — you applied all

~a recommendations !

% APPly energy saving recommendations to lower your
carbon footprint

© Power Mode

Set the power mode to best power efficiency

@ Dark Mode

Turn on dark mode

© Screen Timeout

Turn off my screen after 3 minutes

© Sleep Timeout

Put my device to sleep after 5 minutes

B Click the toggle to enable or disable individual power-saving features.

Energy Recommendations

2T Great start — keep going !

Apply energy saving recommendations to lower your
carbon footprint

© Power Mode

Set the power mode to best power efficiency

@ Dark Mode

Turn on dark mode

@ Screen Timeout

Turn off my screen after 3 minutes

@ Sleep Timeout

Put my device to sleep after 5 minutes

Apply All

(=

Energy Recommendations

3/7 Great start — keep going !

Apply energy saving recommendations to lower your carbon
footprint

@ Power Mode

Set the power mode to best power efficiency

© Dark Mode

Turn on dark mode

@ Screen Timeout

Turn off my screen after 3 minutes

© Sleep Timeout

Put my device to sleep after 5 minutes

Embedded loT SW
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5.3.5 Wi-Fi Filter

Windows displays a list of available Wi-Fi network names (SSIDs). Users may want to ensure that
corporate devices within corporate premises connect only to specific networks. The Wi-Fi Filter allows
users to connect only known wireless networks in the available Wi-Fi networks list, hiding any network
names that are not in the allowed list.

° Power Suite

Windows Version
Windows 11 loT Enterprise LTSC 2024 26100 3476 24H2 64-bit

Enable Wi-Fi Filter

Name

3270-ePaper

A66-ePaper

Advantecher

Advantech-Guest

ASUS

ASUS_5G

Cell Phone

Advantecher

Cell Phone

Other Networks

Allow List A

X Sz=il Version 2024 Advantech Co., Ltd. all rights reserved

& @ English ¢

Note: SSIDs with emojis or Unicode characters are unsupported and will be hidden from the available list
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» Enable Wi-Fi Filter

B Enable Wi-Fi Filter: enable or disable Wi-Fi filter.

» Wi-Fi Networks

The list of available Wi-Fi Networks
Click B icon to refresh available Wi-Fi Networks

Click =+ icon to add the network name to Allow List

If Wi-Fi filter is enabled, only network names in Allow List are available.

> Allow List

B The list of network names that already added to Allow List

Click * icon to remove the network name from Allow List

B Click to manually add SSID to Allow List

® Type network name in the text field (only accepts allowed characters)
® (Click “Add” to add network name to Allow List

® Click “Back” to close the dialog

Q Power Suite

Enter Wi-Fi Network Name

After all items are configured, be sure to click the “Apply” button to save the settings or click the

“Discard” button to restore them.on
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5.3.6 Firmware Update (WoA devices only)

This feature is only available on WoA devices. All firmware packages are protected with AES-256
encryption and saved in a specific folder. After selecting the desired firmware package and clicking
“Apply,” Windows delivers the package to the device and automatically installs it during the next

reboot. This ensures that important system components stay up to date for improved stability and
performance.

e Power Suite

Q Windows Version %Egum
Windows 11 loT Enterprise LTSC 2024 26100 7171 24H2 64-bit

Firmware Package List

Select package and click apply to update the device firmware
() Hefault capsule AOM2721_V1.0.0_DSI (AOM2721_V1.0.0_DSI)
® fapsule AOM2721_V1.0.0_422 (AOM2721_V1.0.0_422) I
@
= () fapsule AOM2721_V1.0.0_485 (AOM2721_V1.0.0_485) Informatio n
Click "Confirm" to reboot device.
& I () papsule AOM2721_V1.0.0_ePD (AOM2721_V1.0.0_eDP) DO NOT power off the device while the firmware update

— isin progress.

Version 2.0.18 ©2024 Advantech Co., Ltd. all rights reserved Discard & @ English ¢
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5.4 Security Manager

5.4.1 Information

~= Power Suite e (m]

X

Power Qa Windows Version @ Security Manager
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

o Attack Surface Reduction
LV
&

Attack surfaces are all the places where your organization is vulnerable to cyberthreats and attacks. Reducing your attack
surface means protecting your organization's devices and network, which leaves attackers with fewer ways to perform attacks.

WDAC (Windows Defender Application Control) Allow Listing

WDAC allow list protection locks down Windows systems by defining exactly what applications are allowed to run, blocking
everything else, and is managed through Code Integrity (Cl) policies for proactive defense against malware.

* With WDAC allow listing enabled, binaries that can be used to execute unsigned or untrusted code in a manner that
circumvents application control enforcement are blocked by default, regardless of a full system scan.

[Click HERE] to view applications that may bypass App Control and are recommended by Microsoft to be blocked.

IEC Standard Configurator

oThe IEC Standard Configurator is a specially designed page for Advantech devices, aimed at assisting users in quickly and
easily configuring their own systems to comply with the IEC 62443-4-2 standard.

o This page features a powerful "Apply All' button, which allows users to automatically apply all necessary system settings with

BitLocker Drive Encryption

Beta version for internal use only. £ @ English<

» Attack Surface Reduction Feature Introduction

Attack Surface Reduction (ASR) refers to a collection of controls introduced by Microsoft to
restrict common malware and exploit techniques on Windows endpoints. These controls target
software behaviors that are frequently exploited by attackers. By enabling or disabling ASR rules,

organizations can constrain these risky behaviors and enhance their overall security posture.

64
Embedded loT SW



ADVNTECH

Enabling an Intelligent Planet V2.1.1

» |EC Standard Configurator Feature Description

The IEC Standard Configurator is a specially designed page for Advantech devices, aimed at
assisting users in quickly and easily configuring their own systems to comply with the IEC 62443-
4-2 standard.

This page features a powerful 'Apply All' button, which allows users to automatically apply
all necessary system settings with one click. This ensures that the device meets the security
standards as declared by Advantech. Not only does this save a significant amount of time and
effort, but it also reduces the risk of configuration errors, greatly enhancing system security.
Whether you are an experienced system administrator or a newcomer to Advantech devices, the
IEC Standard Configurator helps you effortlessly achieve best practices in system security.

The Advantech IEC 62443-4-2 certification (Verification of Conformity, VoC) report indicates
that the Advantech has successfully met 51 standard requirements. Among these, the IEC
Standard Configurator provides a quick application function covering 23 items, while the
remaining items are either integrated into Advantech's IEC-compliant systems at the factory or
require manual configuration by the user. The main reason for requiring the user to manually
configure the settings is to avoid overly restrictive cybersecurity configurations when the device
reaches the client, which could prevent users from fulfilling other needs. By allowing manual
cybersecurity configuration, it provides more flexibility in gradually meeting the |IEC 62443-4-2
requirements for the customer.

» WDAC (Windows Defender Application Control) Allow Listing

Windows Defender Application Control (WDAC) is a robust security feature in Microsoft
Windows 10/11 that creates a strict "allow list", permitting only authorized code, executables,
and drivers to run. It mitigates malware by default, requiring policies based on file hash or
publisher certificates.

Unless explicitly required for specific use scenarios, Microsoft recommends blocking
applications that can be used to execute unsigned or untrusted code in ways that circumvent
application control enforcement, regardless of whether they are included in the allow list. For

more information, take a look at: Applications that can bypass App Control

» BitLocker Drive Encryption

BitLocker is a full volume encryption feature included with Microsoft Windows. It is designed
to protect data by providing encryption for entire volumes.
By encrypting the entire drive that Windows and your data reside on, BitLocker can help

prevent unauthorized users from tampering with the system and from accessing your data."
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5.4.2 Attack Surface Reduction

iii

QE Windows Version
Windows 11 loT Enterprise LTSC 3024 26100 T840 24H2 &4-bit

V2.1.1

Attack Surface Reduction Rules

Users select the ASR rules to apply based on their requirements. Customined L _A.Eply_

O setect an

D Block executable files from running unless they meet a prevalence, age, of trusted list eriterion Hot Applied
Block Office communication application from creating child processes Hot Applied
[ Block rebooting machine in Safe Mode (preview) Not Applied
Block Office applications from creating executable content Hot Applied
Block abuse of exploited vulnerable signed drivers Wot Applied

Versiom 0U0.0 ©2024 Advantech Cio., Ltd. all rights reserved B @ english ¢

I.  Select an option from the dropdown list

B Customized: users can select ASR rules based on their requirements

Attack Surface Reduction Rules

Embedded loT SW

Users select the ASR rules to apply based on their reguirements. Customized

v

( Apply )

[ select All

D Block executable files from running unless they meet a prevalence, age, or trusted list criterion

Block Office communication application from creating child processes

|:| Block rebooting machine in Safe Mode (preview)

Block Office applications from creating executable content

Block abuse of exploited vulnerable signed drivers

<]

Not Applied

Not Applied

Not Applied

Not Applied

Not Applied
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B CIS Level 1: basic security requirements that are recommended by the Center for Internet

Security (CIS). These predefined rules can be configured on any system and should cause

little or no interruption of service or reduced functionality.

Attack Surface Reduction Rules

The most basic level of CIS standards. It requires organizations to set basic
security measures to reduce cyber threats. Some CIS guidelines at this level CIS Level 1
include password rules, system hardening, and risk management.

v aeply )

[ select Al

D Block executable files from running unless they meet a prevalence, age, or trusted list criterion

D Block Office communication application from creating child processes

D Block rebooting machine in Safe Mode (preview)

D Block Office applications from creating executable content

D Block abuse of exploited vulnerable signed drivers

Not Applied

Not Applied

Not Applied

Not Applied

Not Applied

II.  Click “Apply” button

Powsr QE Windows Version
o Windows 11 loT Enterprise LTSC 3024 26100 T840 24H2 &4-bit

Attack Surface Reduction Rules

* Users select the ASR rules to apply based on their requirements. Customized W Apply
© |
a O setect an
. D Black executable files from running unless they meet a prevalence, age, o trustid list eriterion Not Applied
Block Office communication application from creating child processes Hot Applied
[ Block rebooting machine in Safe Mode (preview) Not Applied
Block Office applications from creating executable content Mot Applied
Black abuse of exploited vulnerable signed drivers Wot Applied
° Versiom 0U0.0 ©2024 Advantech Cio., Ltd. all rights reserved B @ english ¢
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lll. Click “Confirm” button on dialog

Warning

Do you want to apply all the selected rules?

IV. The selected rules are applied to system

Powar gﬂ Windows Version @ Security Mamager
Windows 11 loT Enterprise LTSC 2024 26100 T840 24H2  E4-bit

Attack Surface Reduction Rules

L, |
Users select the ASRE mules 1o apply based on their requirements. Customized W
[ select Al
&
D Block executable files from running unless they meet a prevalence, age, or trusted list criterion Mot Applied
Block Office communication application from creating child processes Applied
Block rebooting machine in Safe Mode (preview) Applied
Block Office applications from creating executable content Applied
Bleck abuse of exploited vulnerable signed drivers Applied
IEIE  Versicn 0,0.0 G024 Advantech Co, Ltd, all rights reserasd @ @ English{

Please make sure Microsoft Defender Antivirus and antimalware updates are installed before
applying ASR rules to system.
B Minimum platform release requirement: 4.18.2008.9

B Minimum engine release requirement: 1.1.17400.5

Take a look at Attack surface reduction rules overview for more information.

Embedded loT SW
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5.4.3 |EC Standard Configurator

> Disclaimer

B When accessing the IEC Standard Configurator page for the first time, please read the
content carefully and click the "Agree" button to use the features on this page.

Embedded loT SW

Warning

IEC Standard Diagnosis & Configurator only supports devices that
comply with Advantech’s IEC 62443-3-2 Vol standards, The setup and
verification of system environment parameters must be pecformed
according to the system detalls described in the Advantech-provided
documaent "Statements and Conformity Evidence foc Security Capability
Requirements.” The functionalities provided on this page ace only
applicable to Advantech devices and the system environments and
parameters described in Advantech's documentation. For non
Advantech devices, or If Dased on content not described in the
Advantech-provided “Statements and Conformity Evidence for Secunty
Capability Reguirements” document, the functionalities of this page
will not Be applicable. Advantech assumes no responsidility for any
Istues, losses, or damages arising from such use,

Furthermore, users should ensure that their devices fully comply with
Advantech's security requirements and specifications before using the
1£C Standard Diagnosis & Configurator, Any unauthorized modifications
or con‘qwahua may result in system mallusction or security

e
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» Guidance

B Displays which system functions comply with the IEC 62443-4-2 standard.
~ Power Suite - (n] X

Power Qs Windows Version
- Windows 11 loT rise LTSC 2024 26100 1 24H2 &4-bit

¥

IEC Standard Configurator

- A FAY ~ P
LV > Apply All )
‘ D Apply this setting to comply with the IEC 6244342, 2
“r ” Roview below statements (from official document) and manually adjust the relevant settings as
o = neoded 1o meet its requirements.

© Execute LGPO

CRIS-Authenticator management, CR1. 7-Strength of password-based suthentication, CR1 10-Authenticator

feedback, CRL 11-Unsuccessful login attempts, CRI.12-System wse notification, CR2.1-Authorization Applied
enforcement, CR2.1(1)-Authorization enforcement for all wsers, CR2.5-Session lock, CR2.6-Remote session

termination, CR3.7-Error handling, CR7.1-Denlal of service protection

© Execute Acronis Program

CR7.3-Control System backup, CR7.3(1)-Backup integrity verification, CRT.4-Control system recovery and Applied
reconstitution

© open Bit Locker Settings
Manual
CR3.3-Security functionality verification, CRé 1-lnformation confidentiality.
Version 02024 Advantech Co., Ltd. all rights reserved L B @ tngsh ¢

» Progress

B Displays which IEC 62443-4-2 clauses the system currently complies with.

~ Power Suite - =) X

Power Windows Version
G Windows 11 IoT Enterprise LTSC 2024 26100 1 24H2 64-bit

a IEC Standard Configurator

oy L350

LY ( Apply All )
S Apply this setting to comply with the IEC 62443-4-2. e el
L || Review below statements (from official document) and manually adjust the relevant settings as
o needed to meet Its requirements. -

© CR1.1 - Human user identification and authentication

Components shall provide the capability to identify and suthenticate all human users accovding to I1EC Conform
2443-3-3 SR 1.1 o0 all interfaces capable of human user access.

© CRLS - Authenticator management

Components shall provide the capability to: a) support the use of lnitial authenticator content; b) support

the recognition of changes to defawit authenticators made at installation time; ) function properly with Conform
peviodic avthenticator change/refresh operation; and d) protect authenticators from unauthorized

disclosure and modification when stored, used and transmitted,

© CRL1.7 - Strength of password-based authentication

For components that utilize password-based authentication, those components shall provide or integrate

Conform

[ENENIZTl  Version ©2024 Advantech Co., Ltd. all rights reserved B & gand
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> Apply All

B Updates the system settings to meet the IEC 62443-4-2 standard.
B After executing this function, the following screen will appear:

~ Power Suite - o X

Power Q Windows Version @ Security Manager  :
o Windows 11 loT Enterprise LTSC 2024 26100 1 24H2 64-bit

IEC Standard Configurator

-
I | ’\ Apply this setting to comply with the IEC 62443-4-2
o < W Review below statements (froen oMicial document) and manually adjust the relevant settings a3

needed to meet Its requirements.

© Execute LGPO

CR1.5-Authenticator management, CRI. 7-Strength of password-based authentication, CR1. 10-Authenticator

feedback, CR111-Unsuccessful login attempts, CR1.12-System use notification, CR2.1-Authorization Applied
enforcoment, CR2.1{1)-Authovization eaforcement for all users, CR2.5-Session lock, CR2.6-Remote session

teemination, CRY. 7-Error handling, CR7.1-Denial of service protection

M

CR7.3-Control System backup, CR7.3(1)-Backup integrity verification, CRT.4-Control system recovery and Applied
reconsritution

© Execute Acronis Program

© open Bit Locker Settings
Manual
CRII-Security functionality verification, CRE.1-information confidentiality.
Version ©2024 Advantech Co., Ltd. all rights reserved B @ englsh(
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B Some items require manual execution. Click the "Manual" button to follow the steps, and
use the "Launcher APP" button to quickly launch the corresponding app. Then, configure the
app according to the reference steps. Ensure that Trellix manual steps are performed last.

= Power Suite — o X

Powsr Windows Version @ Security Manager
o Windows 11 1oT Enterprise LTSC 2024 2610012442 64-bit

IEC Standard Configurator

12 .9
A | £N

6 Apply this setting to comply with the 1EC 62443-4-2.
o Review below {from official o ) and manually adjust the relevant settings as vIRgHS

needed to meet its requirements.

termination, CRIT-Error handling, CRT.1-Denial of service protection

© Execute Acronis Program

CR7.3-Control System backwp, CRT.3(1)-Backup integrity verification, CR7.4-Control system recovery and Applied
recoastitution,
© open Bit Locker Settings
Manual
CR3.3-Security functionality verification, CRY.1-taformation confident/ality.
© Block Java and VBscript
Manual
HOR2. 4-Mobile code
Version ©2024 Advantech Co., Ltd. all rights reserved % @ english<
~ Power Suite - a X

Please manually configure this item
Enable BitLocker:
1. Navigate to Control Panel > System and Security > BitLocker Drive Encryption.

2. Select the C: drive and click 'Turn on BitLocker.” Follow the wizard to initialize the encryption
process,

3. Save the recovery key as prompted to a secure location. TLS Configuration for Data in Transit
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» Diagnosis(Applied)

B |f the computer settings comply with the IEC 62443-4-2 standard, the following screen

should appear:

Power

il

™

o

= Power Suite

o

Windows Version
Windows 11 koT Enterprise LTSC 2024 26100 1 24H2  64-bit

IEC Standard Configurator

2020 1ec 62443-4-2 configuration completed.

Apply this setming 1o comply with t8e 1EC §2443-4-2 i O Pradin gt el A nem, pliais diuabis the Torlia protection Peatess
snd reboat the pytem Bafors Rophy AN con be suscuted

Review below statements [from oificial document) and manually
adjirst the nelevast sEMlings a3 needed 10 Meet T3 requiraments,

D Execute LGPO

CRIS-Apthenticalor manspement, CRL F-Strength of password-based suthentication, CRL 10 Authenticator
feedback, CRL 1 E-Unsucoessiel logim siiempts, TR 11-Syshem ude notification, CRE I-Amtharization
enfpropment, CRI 1 -Aerharirarion enfproement for ol wiges, CRIS-Feision lack, LR 6-Semale pridian
termingtion, CRR T-Error haagling, CRF 1-Denisl of service protection

© Execute Acronis Program

CRT.3-Control System backup, CRT.3I)-Backup infegrity verification, CRT.4-Control system recovery and
reconsiituiion.

© open Bit Locker Settings

CRI_T-Security funchionaiily verification, CRY_I-dnfarmation confidemtaliny.

O Block Java and VBscript
HORD. 4 Mobile code.

O Disable Guest

CRE. §-Muman weer identification dnd sutheabication

& Event Log Permissions

CRES-Protection of audit information, CAE. 1-Awdit fog accessibility

© Set Firewall rules

CRI.1-System infegprify, CRII-Security unctionality verification, CRT.6-Network and security comfiguration
settings

EEXETE]  Version ©2024 Advantech Co., Ltd. all fights reserved

Applied

Applied

Applied
Applied
Applied

Applied

Applied

& @ English ¢
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5.4.4 WDAC (Windows Defender Application Control) Allow Listing

WDAC (Windows Defender Application Control) is a Windows security mechanism feature that
controls what applications and code are allowed to run on a system. Instead of letting everything run
by default, it enforces a “only trusted/approved apps can run” model.

Powsr gﬂ Windows Version @ Security Manager
Windows 11 loT Enterprise LTSC 2024 26100 T840 24H2  &4-bit

Enable/Disable WDAC Allow Listing Protection

Disable

Please pecform & full icaa o creale Lhe allow list before enabling protechion

WDAL Allow Listing Status

Status

nbﬂi

Full Scan
Mo allow Lt exiyds, CWok "Foll Fcan” o creade it

Last Creation Time

Recently Blocked File 2 . . o
aung vient Wiewer

o

XTI Version 0.0.0 ©2024 Adwantech Co., Ltd. ol rights reserved B @ English
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I.  Onfirst use, or when the allow list is unavailable, the “Enable/Disable” toggle and the “Export

Allow List” button cannot be clicked.

B Click “Full Scan” to scan the OS drive (usually disk C) and generate the allow list.

Windows Defender Application Control (WDAC)

Enable/Disable WDAC Allow Listing Protection

Please perform a full scan to create the allow list before enabling protection.

Disable

Status

No allow list exists. Click "Full Scan” to create it.

Last Creation Time

Recently Blocked File =

14
h

Full Scan

.

( Launch Event Viewer D!

/

B If “Auto-apply WDAC allow list after scan” is checked, the user will be prompted to reboot

the device after the scan completes successfully.

B A full scan may take some time. Please avoid using the system during the scan.

Embedded loT SW

?

Run Full Scan?

# This process may take a considerable amount of time.
= Only OS5 drive (usually disk C) is scanned.
* Please avoid using the device during the scan.

I Auto-apply WDAC allow list after scan I

K’

® Scanning files 02:00:24
& Creating WDAC allow list 00:00:03
@® Validating WDAC allow list

Saving WDAC allow list

In progress .......

@ Scanning files 02:00:24
® Creating WDAC allow list 05:03:27
® Vvalidating WDAC allow list 02:11:10
@ Saving WDAC allow list 00:02:18
WDAC allow list created successfully. Close

75



ADMNTECH

Enabling an Intelligent Planet

V2.1.1

After the full scan completes successfully, an allow list is generated. Users can then export the

allow list or manually enable or disable WDAC allow list protection.

B Use the toggle to enable or disable WDAC allow list protection, then click *

(

Apply”.

Power Qs Windows Version Security Manager
. Windows 11 loT Enterprise LTSC 2024 26100 7840 24H2 64-bit i

Enable/Disable WDAC Allow Listing Protection

Picase perform a full scan to create the allow list beforg enabling protection.

*
Y
i
—
e Status

An allow list alreq

Warning

Last Creation T
Are you sure you want to save the settings? This action
will cause the system to automatically restart.

Recently Block m

2026-03-16 17,

B Click “Export Allow List” to save the WDAC allow list as “CIExport_ {xxxxxxxxxxxx}.txt".

° Power Suite

Full Scan

Export Allow List

Launch Event Viewer

Vershon 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved m B @ english¢

Enable/Disable WDAC Allow Success

Please perform a full scan to cre

Successfully saved WDAC allow list.

A
0
a
e Status

Power g Windows Version @ Security Manager  }
Suite Windows 11 loT Enterpris

Disable

Full Scan

2026-03-

Export Allow List

Recently 8

FENTiel Version 0.0.0 ©2024 Advantech Co., Ltd. all rights reserved

-
{ Launch Event Viewer )
\ /

& & English <
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lll. This dialog appears when a user runs an executable not on the allow list.

Your organization used App Control for Business to
block this app

C:\Users\adv\Desktop\WMICodeCreator.exe

Contact your support person for more info.

Copy to clipboard

V2.1.1

B The "Recently Blocked File" section shows the most recent file blocked by WDAC (if any).

This allows users to quickly identify the latest enforcement event.

Status ) ——
| Full Scan )
An allow list already exists. Click "Full Scan” to update it. —

Last Creation Time ——
( Export Allow List )
2026-03-16 17:30:40 - A

Recently Blocked File 2

( Launch Event Viewer )
PowerSuite.exe (2026-03-05 14:27:58) R S

B To view detailed log information, click "Launch Event Viewer". This action opens the

Windows Event Viewer and automatically navigates to the log location:

Applications and Services Logs/Microsoft/Windows/Codelntegrity/Operational

2] Event Viewer

File Action \View Help

2@ B &

> [ Bluetooth-BthLEPrepairing
7| Bluetooth-BthMini
Bluetooth-MTPEnum
Blustosth-Policy
BranchCache
BranchCacheSME
Build-RegDIl

capiz
CerificateSenvicesClient-Cred
CertificateServicesClient-Lifec

| CertificateServicesClient-Lifec
7 CertPolEng

| Cleanmgr

7| Client-Licensing

I CloudFiles-Filter
CloudRestorelauncher
CloudStore

Codelntegrity

" Compat-Appraiser
Containers-BindFlt

> &
|

> [ Containers-Wcifs
» [ CoreSystem-SmsRouter

> [ CornuptedFileRecovery-Client
> [ CornuptedFileRecovery-Server
» [ Crashdump

> [ Crypto-DPAPI

5 [ Crypto-NCrypt

> (] DAL-Provider

> (] DatalntegityScan

» [ DateTimeControlPanel

> [ Deduplication

Operational  Number of events: 1,011

Date and Time Source EventD Task Cate
Codelntegrity 3099 @1) |
Codelntegity 208

3/5/2026 2:28:41 PM

Codelntegrity 3089
Codelntegrity
Codelntegrity
Codelntegrity
Codelntegrity 3080 (1)

3/5/2026 2:27:56 PM

Error 3/5/2026 2:27:56 PM Codelntegrity 3077 (18)
(@ Information 3/5/2026 2:27:56 PM Codelntearitv 3089 (M
Event 3077, Codelntegrity x

General Details

Code Integrity determined that 2 process (\Devic:
attempted to load \D I that did not meet the
Enterprise signing level requirements or violated code integrity policy (Policy 1D:{2244370e-44c8-4c06-b351-601 663630763,

Log Name:  Microsoft-Windows-Codelntegity/Operational
Source: Codelntegrity Logged: 3/5/2026 227:58 PM
EventD: 3077 Task Category:  (18)

Level: Error Keywords:

User DESKTOP-O0KEMLA\acy  Computer:  DESKTOP-ODKEMLA

OpCode:  (7274496)

Actions

Operational

Open Saved Log..

¥ Create Custom View.
Import Custom View.
ClearLog.

F  Filter Current Log..

[=] Properties
Disable Log

#8 Find

e SaveAll Events As...
Attach a Task To this Log.
View

|6 Refresh

H Hep

Event 3077, Codelntegrity

[] Event Properties

] Attach Task To This Event...

E Copy
fed Save Selected Events...
6 Refresh

H Help

B When the WDAC allow list protection is enabled, any file that is not included in the allow list will

be blocked if it is executed or loaded. The system logs these blocked activities in the Windows

Event Log for further review.

Embedded loT SW
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5.4.5 BitLocker

On this page, you can apply advanced settings to enhance BitLocker beyond its default
configuration and provide superior protection for your data at rest. BitLocker targets Operating System
(OS) drives, fixed data drives, and removable data drives. Available encryption options vary depending
on the drive type. This page also provides features for unlocking drives and viewing encryption details.

~= Power Suite

=5 O X

Power Da Windows Version @ Security Manager
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

R
On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.
o ( Refresh Disk Status j,l
@
= Action Mount Point Protection Status Encryption Method Encryption % Info
Q a C: Disabled None 0%
& D: Disabled None 0%
6 E: Disabled None 0%
o
Beta version for internal use only. 1 @ English<
Note:

1. If aflash drive or hard drive device has not been assigned a drive letter (such as F:, G;,
etc.), the "Refresh Disk Status" feature will not be able to detect it.
2. Selecting 'Used disk space only' may fail if the drive contains no data.
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I.  Encrypting the Operating System (OS) Drive
B Click the lock icon in the Action column for the C: drive (OS Drive).
= Power Suite = (m] X

Power g Windows Version @ Security Manager
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

]

On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.
Refresh Disk Status
e ———
= Action Mount Point Protection Status Encryption Method Encryption % Info
° @ C: Disabled None 0% -
a D: Disabled None 0% -
ﬁ E: Disabled None 0% -
Beta version for internal use only. & @ English<

B Select an Encryption Type: The OS drive offers three types of encryption:

~= Power Suite o X

I Enable OS Drive Encryption - C:

Please select one of the following encryption modes:

TPM

@ TPM Only: Seamless boot without additional passwords.
(Standard security)

TPM +PIN

TPM + PIN: Requires a PIN at startup. (Min 10 digits; Enhanced
security)

TPM + PIN + Startup Key

TPM + PIN + Startup Key: Requires a PIN and USB flash drive to
unlock. (Min 10 digits; Maximum security)

Cancel

Embedded loT SW
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TPM Only: Relies solely on the TPM for unlocking. Select an encryption mode (Used Space
Only or Full Disk Encryption) and click Start Encryption.

== Power Suite = O X

I Enable OS Drive Encryption - C:

Please select one of the following encryption modes:

TPM

{é} TPM Only: Seamless boot without additional passwords.
(Standard security)

| Encryption Mode:

Used space only

TPM +PIN

@ * @ TPM + PIN: Requires a PIN at startup. (Min 10 digits; Enhanced
security)

TPM + PIN + Startup Key

TPM + PIN + Startup Key: Requires a PIN and USB flash drive to
unlock. (Min 10 digits; Maximum security)

TPM + PIN: Requires both the TPM and a user-defined PIN (10-20 characters) for unlocking.
Enter the PIN, select a mode, and click Start Encryption.

= Power Suite = [m] x

I Enable OS Drive Encryption - C:

Please select one of the following encryption modes:

TPM

ﬁ} TPM Only: Seamless boot without additional passwords.
(Standard security)

TPM + PIN

@ = @ TPM + PIN: Requires a PIN at startup. (Min 10 digits; Enhanced
security)

| Enter New PIN (10-20 characters):

| Encryption Mode:

Used space only v Start Encryption

TPM + PIN + Startup Key

{E}* @ + P TPM + PIN + Startup Key: Requires a PIN and USB flash drive to
unlock. (Min 10 digits; Maximum security)
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TPM + PIN + Startup Key: Requires the TPM, a PIN (10-20 characters), and a physical Startup

Key (USB flash drive) for unlocking. Enter the PIN, select the target removable drive for the
key, choose a mode, and click Start Encryption. If there are no selectable drives, you can

insert a new, available USB flash drive and press the refresh button. The new drive will then
appear in the dropdown menu for selection.

~= Power Suite

@ TPM Only: Seamless boot without additional passwords.
(Standard security)

TPM +PIN

{é} 25 B TPM + PIN: Requires a PIN at startup. (Min 10 digits; Enhanced
security)

TPM + PIN + Startup Key

@ s @ i TPM + PIN + Startup Key: Requires a PIN and USB flash drive to
unlock. (Min 10 digits; Maximum security)

T S e

Enter New PIN (10-20 characters):

o) |

Select Drive for Startup Key:

| Encryption Mode:

Used space only v Start Encryption

Cancel

Non-TPM: If the host does not support TPM, only a password is used for unlocking. Enter
your password, select a mode, and click Start Encryption.

= Power Suite

I Enable OS Drive Encryption (No TPM Mode)

Notice: No TPM hardware detected. Please set a startup password to encrypt
your system drive.

Password

This password will be required every time you start your PC.

Enter Encryption Password(8-16 characters):

Encryption Mode:

Used space only

Cancel
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B Wait for the encryption process to complete.

~= Power Suite

Power  CJ)

Windows Version
Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

= (] X

P BitLocker Encryption
On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.
Refresh Disk Stat
efresh Disk Status )
= Action Mount Point Protection Status Encryption Method Encryption % Info

Q 5 C Encrypting XTS-AES 256 @

a D Disabled None 0%

a E Disabled None 0%

Beta version for internal use only. ¥ @ English <

II.  Encrypting Fixed Data Drives

B Click the lock icon in the Action column for the D: drive (Fixed Data Drive).

V2.1.1

Auto-Unlock: If the OS drive is already encrypted, it can automatically unlock the fixed data

drive. Select a mode and click Start Encryption.

== Power Suite

| Enable Fixed Drive Encryption - D:
Please select one of the follewing encryption modes:

3

l—_;: Auto Unlock Key

Use the encrypted 0S drive to help unlock the fixed data drive.

| Encryption Mode:

Used space only

Password

Users will need this password to unlock the drive.

Auto Unlock Key or Password

Use the encrypted OS drive to help unlock the fixed data drive.
If the OS drive does not match the fixed data drive, use a
password to unlock.
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Password: Uses a password for unlocking. Enter your password, select a mode, and click

Start Encryption.

= Power Suite

I Enable Fixed Drive Encryption - D:

Please select one of the following encryption modes:

L';. Auto Unlock Key

Use the encrypted OS drive to help unlock the fixed data drive.

Password
E5

Users will need this password to unlock the drive.

____________________________________________ {"IJ*’

| Enter Encryption Password (8-16 characters):

@
| Encryption Mode:

Used space only v Start Encryption

Auto Unlock Key or Password

Use the encrypted OS drive to help unlock the fixed data drive.
If the OS drive does not match the fixed data drive, use a
password to unlock.

Auto-Unlock + Password: Combines both methods. If the OS drive fails to auto-unlock, a

password will be required. Enter your password, select a mode, and click Start Encryption.

= Power Suite = O >
Please select one of the following encryption modes:

I-_';| Auto Unlock Key

Use the encrypted OS drive to help unlock the fixed data drive.

Password
[Fii

Users will need this password to unlock the drive.

Auto Unlock Key or Password

E or E Use the encrypted OS5 drive to help unlock the fixed data drive.
If the OS5 drive does not match the fixed data drive, use a
password to unlock.

| Enter Encryption Password(8-16 characters):

| Encryption Mode:

Used space only v Start Encryption

Cancel

Password (OS Drive Unencrypted): If the OS drive is not encrypted, fixed data drives only

83
Embedded loT SW



ADMNTECH

Enabling an Intelligent Planet

support password encryption. Enter your password, select a mode, and click Start

Encryption.

~= Power Suite

Please select one of the following encryption modes:

Auto Unlock Key

@ Operating System drive must be encrypted first before you
can encrypt other data drives.

Password
6

Users will need this password to unlock the drive.

| Enter Encryption Password(8-16 characters):

i Encryption Mode:
Used space only

Auto Unlock Key or Password

@ Operating System drive must be encrypted first before you
can encrypt other data drives.

B Wait for the encryption process to complete.

~= Power Suite

Power Q

> © >

= O X

Windows Version
Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.

Refresh Disk Status

Action Mount Point Protection Status

Encryption Method Encryption % Info
@ [ Enabled XTS-AES 256 100% o
& D Encrypting XTS-AES 256 o
e E Disabled None 0%

Beta version for internal use only.

£ @ English <

[ll.  Encrypting Removable Data Drives

B Click the lock icon in the Action column for the E: drive (Removable Data Drive).

Embedded loT SW

Password: Uses a password for unlocking. Enter your password, select a mode, and click
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Start Encryption.

= Power Suite m}

| Enable Removable Drive Encryption - G:

Users will need this password to unlock the drive.

.

Password
=]

Users will need this password to unlock the drive.

| Encryption Mode:

Used space only

Cancel

IV. Viewing Encryption Information

B Click the eye icon in the Info column to view the drive's encryption type and the Recovery
Password.

~= Power Suite = O X

Power ga Windows Version @ Security Manager H
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.

Refresh Disk Status
. Shsctienss i iisaddnoead

P & >

Action Mount Point Protection Status Encryption Method Encryption % Info

Q & c: Enabled XTS-AES 256 100%

& D: Enabled XTS-AES 256 100% (o]

a E: Disabled None 0%

& G: Enabled XTS-AES 256 100% (o]
Beta version for internal use only. % @ English<

B Recovery Password: This is the final failsafe for restoring access to an encrypted drive.

Click the Copy icon to copy the value to the system clipboard.
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Click the Diskette/Save icon to save the value as a file (based on your browser's download
settings).

= Power Suite = [m] >

I Encryption Details - C:

Encryption Type:

& TPM

ID: {S8FCAAE7B-BFA7-AEB@-AF87-50C7FFA98F26}
Recovery Password:

305492-166254-535799-159599-503723-394361-21
1255-402435

ID: {BFBF4188-1DB2-48D2-93E3-ATCEDF56896C]

V. Decryption
B Click the locked icon in the Action column of an encrypted drive.
B An unlock confirmation window will appear. Click Decryption to begin the process.

~= Power Suite e O X

Power Q Windows Version @ Security Manager
Suite Windows 11 loT Enterprise LTSC 2024 26100 8457 24H2 64-bit

On this page you can apply settings that will make BitLocker more robust than it is by default and protect your data at rest.
o | —
{  Refresh Disk Status \
N e o
= Action Mount Point Protection Status Encryption Method Encryption % Info
Q & c: Enabled XTS-AES 256 100% (o]
& D: Enabled XTS-AES 256 100% (O]
B E: Disabled None 0%
@ G: Enabled XTS-AES 256 100% @
Beta version for internal use only. £ @ English<
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= Power Suite = a *

Warning

Are you sure you want to disable BitLocker for G:? The
drive will be decrypted and protection will be removed.

VI. On the WOA platform, the OS drive does not support TPM + PIN + Startup Key protectors or non-
TPM mode.

~= Power Suite = a X

I Enable OS Drive Encryption - C:

Please select one of the following encryption modes:

TPM

TPM Only: Seamless boot without additional passwords.
(Standard security)

TPM +PIN

TPM + PIN: Requires a PIN at startup. (Min 10 digits; Enhanced
security)

TPM + PIN + Startup Key

© ARM architecture does not support this mode.

Cancel
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= Power Suite = a X

I Enable OS Drive Encryption - C:

Please select one of the following encryption modes:

© This mode is not supported on WOA devices without a TPM.

Cancel
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6. APPENDIX

6.1 APPENDIX 1

6.1.1 Windows 10 loT Enterprise LTSC 2019

Y

First partition needs to be the “Recovery” partition.

Y

Second partition needs to be the “System” partition (EFI System Partition).

»  Third partition needs to be the “Reserved” partition. This partition is not shown in Disk
Management.

» The “Primary” partitions start at the fourth partition. “Primary” partitions are Windows partition

and other data partitions.

The suggested partition layout schematic is as below.

Less Offset More Offset
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The partition status can be checked using Disk Management. Right-click on the start button, then click

Disk Management.

Apps and Features
Mobility Center

Power Options

Event Viewer

System

Device Manager
Network Connections
Disk Management
Computer Management
Windows PowerShell

Windows PowerShell (Admin)

Task Manager

Settings

File Explorer
Search

Run

Shut down or sign out

The suggested partition layout might appear as below.

= Disk Management — [m| X
File Action View Help
e | FHE =5

Volume | Layout | Type File System | Status ‘ Capacity | Free Spa... | % Free
- () Simple Basic NTFS Healthy (B... 118.64 GB 90.38GB 84 %

== (Disk 0 partition 1) Simple Basic Healthy (R.. 49% MB 499 MB 100 %
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 MB 100 ME 100 %

— Disk 0 - ! |

Basic (&)
119.23 GB 433 MB 100 MB 118,64 GB NTFS
Online Healthy (Recovery Partition) Healthy (EFI Systemn Partition) || Healthy (Boot, Page File, Crash Dump, Primary Partition)

M Unallocated [ Primary partition
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The partition layout can also be checked using “diskpart” command. Search for “cmd” in the Start
menu, then right-click “Command Prompt”. Left-click “Run as administrator”.

All - Apg Documents ting Pt re
Best match
- Command Prompt 5
Desktop app
Lo Run as administrator
Settings

[0 Open file location
& Replace Command Prompt with

Windows PowerShell when using <= Pin to Start

—= Pin to taskbar

0

Open

)

Run as adt
Open file |

Pin to Star

7 o =

Pin to task

Enter “diskpart” and press Enter. At the DISKPART prompt, run “list disk”, “select disk”, and “list

partition” to examine the partition layout.

EE Administrator: Command Prompt - diskpart — O *

Dyn Gpt

disk @

8 is now the s ed disk.

» list part
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» The last partition needs enough free space to shrink.
ADV Image Manager will use the last “Primary” partition to create the “ADV Backup” partition. Ensure
that the last “Primary” partition can be shrunk to provide enough space greater than the used space

on drive C.

The last “Primary” partition is shown below in the red frame.

Less Offset More Offset

The used space on drive C can be checked by “Properties”. Right-click on the C:\ partition and select
“Properties”.

= Disk Management - m} X
File Action View Help
= @mlHEl=HLEE2E

Volume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free
- () Simple Basic NTFS Healthy (B... 56.14 GB 3687GE  66%

= (Disk 0 partition 1) Simple Basic Healthy (R.. 49% MB 495 MB 100 %
= (Disk 0 partition 2) ~ Simple Basic Healthy (E.. 100 MB 100 MB 100 %
== New Volume (D) Simple Basic MNTFS Healthy (P... 62.50 GB 62.40 GB 100 %

= Disk 0 1 e

Basic (] New Volume (D:)

119-_23 GB 493 ME 100 MB 56.14 GB NTFS 62,30 GB NTFS

Online Healthy (Recovery Partition) | Healthy (EFI Systern || -Healthy (Boot, Page File, Crash Dump, Primary Partiti-| | Healthy (Primary Partition)
Open
Explore

Mark Partition as Active
Change Drive Letter and Paths...

Format...

Extend Volume...
Shrink Velume...
Add Mirror...

Delete Volume...

Properties

Help

B Unallocated B Primary partition

92
Embedded loT SW



ADMNTECH

Enabling an Intelligent Planet

£ Local Disk (C:) Properties X
Security Previous Versions Quota
General Toals Hardware Sharing

i ||
L
Type: Local Disk

File system:  NTFS

. Used space: 20,673,450 944 bytes 15.2GB

Free space: 35,607,042,048 bytes 368GB

Capacity: 60,280,532 ,992 bytes 56.1 GB
Drive C: Disk Cleanup

[ Compress this drive to save disk space

Allow files on this drive to have contents indexed in addition to
file properties

Cancel Aoply

V2.1.1

The maximum shrink space can be checked by “Shrink Volume”. Right-click on the last partition and

4

select “Shrink Volume”.

@ Disk Management

File Action View Help

e @ EE(=XPH LD

Volume | Layout | Type | File System ‘ Status | Capacity | Free Spa... | % Free
- () Simple Basic NTFS Healthy (B.. 36.14 GB 36.87GB 66%
= (Disk 0 partition 1) Simple Basic Healthy (R... 499 ME 439 ME 100 %
= (Disk 0 partition 2)  Simple Basic Healthy (E.. 100 ME 100 ME 100 %
= New Volume (D:) Simple Basic MNTFS Healthy (P... 62.30 GB 62.40 GB 100 %

Basic [(a53] New Volume (D)

119-_23 GB 455 MB 100 MB 56.14 GB NTFS 62,50 GB NTFS

Online Healthy (Recovery Partition) || Healthy (EF| System | | Healthy (Boot, Page File, Crash Dump, Primary Partiti | Healthy (Primary Partition)
Open
Explore

Format...

Extend Volume...
Shrink Volume...
Add Mirror...

Delete Volume...

Properties

Help

= Disk 0 - Il |

Mark Partition as Active

Change Drive Letter and Paths...

B Unallocated Wl Primary partition
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Shrink O: .

Total size before shrink in MB: 63999
Size of available shrink space in MB: 60877

Enter the amount of space to shrink in MB: 60877 =

Total size after shrink in MB: |5122

‘You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag" event in the Application log for detailed information about the
operation when it has completed.

See "Shrink a basic volume" in Disk Management help for maore information

Cancel

The “ADV Backup” partition will be created automatically through the ADV Image Manager
environment settings, as shown in the schematic below.

Less Offset More Offset

Less Offset ‘ More Offset

For example, “ADV Backup” partition is shown below in the red frame. Please do not modify or delete

this partition.

= Disk Management
File Action View Help

e mEm =D

Volume | Layout [ Type  [File System | Status | Capacity | Free Spa... | % Free |
- (C) Simple Basic NTFS Healthy (B... 56.14GB 3687GB  66%
== (Disk 0 partition 1) Simple Basic Healthy (R... 499 MB 499 MB 100 %
= (Disk O partition 2) _ Simpl Basi Healthy (., 100 MB 100MB 1
— (Disk 0 partition 6) _ Simple Basic Healthy (R... 19.60 GB 19.60 GB__ 100 %
= New Volume (D) Simple Basic TTFS Fealthy (P... 4200 GB 28168 100 %
|
= Disk 0 I [

Basic @) New Volume (D:) i,
119.23G8 499 MB 100 MB 56,14 GB NTFS 42,90 GB NTFS 19.60 GB
Online Healthy (Recovery Partition) | Healthy (EFI System || Healthy (Beot, Page File, Crash Dump, Primary Parti | |Healthy (Primary Partition) Healthy (Recovery Pai

M Unallocated Wl Primary partition

94
Embedded loT SW



ADMNTECH

Enabling an Intelligent Planet

V2.1.1

6.1.2 Windows 10 loT Enterprise LTSC 2021 and Windows 11 loT

Enterprise LTSC 24H2

»  This section applies to Windows 10 loT Enterprise LTSC 2021 and Windows 11 |oT Enterprise LTSC
24H2 (x64). For Windows on ARM (WoA), refer to the next section.

Y

First partition needs to be the “System” partition (EFI System Partition).

» Second partition needs to be the “Reserved” partition. This partition is not shown in Disk

Management.

» The “Primary” partitions are between the second partition and the last partition. “Primary”

partitions are Windows partition and other data partitions.

»  The last partition needs to be the “Recovery” partition.

The suggestion partition layout schematic is as below.

Less Offset

More Offset

System

Reserved Recovery

The partition status can be checked using Disk Management. Right-click on the Start button, then click

Disk Management.

Embedded loT SW

owerShell (Admin)

Task Manager

Settings
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The suggested partition layout might appear as below.

wor Disk Management - [m| X
File Action View Help

e D HEBE(=XPNEED

Volume | Layout | Type | File Systern | Status | Capacity | Free Spa... | % Free
- () Simple Basic MNTFS Healthy (B... 73.92GB 5667GBE TT%

== (Disk 0 partition 1) Simple Basic Healthy (E... 100 MB 100 MB 100 %
== (Disk 0 partition 4] Simple Basic Healthy (R... 309 MB 508 MB 100 %

= Disk 0 - ! |

Basic (5]
7451 GB 100 MB 73.92 GB NTFS 509 MB
Online Healthy (EFI System Partition) || Healthy (Boot, Page File, Crash Dump, Basic Data Partition) Healthy (Recovery Partition)

M Unallocated Wl Primary partition

The partition layout can also be checked using diskpart. Search the “cmd” in the Start menu, then
right-click “Command Prompt”. Left-click “Run as administrator”.

Photos  More v
Best match

- Command Prompt
App

T3 Run as administrator

Settings (1)
W Open file location Command Prompt
App
-3 Pin to Start

=2 Pin to taskbar

Upen
Run as administrator
Open file location
Pin to Start

Pin to taskbar

96
Embedded loT SW



ADVNTECH

Enabling an Intelligent Planet V2.1.1
Type “diskpart” then press “Enter”. After starting diskpart, use the commands “list disk”, “select disk”,
and “list part” to check the partition layout. The suggested partition layout might appear as below.

BN Administrator: Command Prompt - diskpart - O x

t Windows [Version 18.8.
soft Corporation. All r

C:\Windows

soft Corporation.
OP-KT1BNF4

DISKPART>» list disk

Disk ### Status

Disk @ Online 74 GBE 1824 KB

DISKPART> select disk @
Disk @ is now the selected disk.
DISKPART>

Partition ### ¥p 5iz Offset
(B
181 MB
117 MB

Recovery MB 74 GB

DISKPART >

» The last “Primary” partition needs enough free space to shrink.

ADV Image Manager will use the last “Primary” partition to create the “ADV Backup” partition.
Ensure that the last “Primary” partition can be shrunk to provide enough space greater than the used
space on drive C..

The last “Primary” partition is shown below in the red frame.

Less Offset More Offset

System | Reserved | Primary | Primary | Primary | ... | Primary | Recovery
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The used space on C: can be checked by “Properties”. Right-click on the C:\ partition and select
“Properties”.

= Disk Management — | x
File Action View Help

e @ AT =M 4 LS

Yolume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free »
- () Simple Basic MNTFS Healthy (B... 42.67 GB 2650GB B2%

= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 ME 100 ME 100 %

== (Disk 0 partition 4} Simple Basic Healthy (R... 509 MB 509 MB 100 %

= Mew Volume (D: Simuole Basic MTFS Healthv (B... 31.25GB 31.18GB 100% ¥
< >

= Disk 0 I . T

Basic c) New Volume (Dv)

?4-5_1 GB 100 MB 42.67 GB NTFS 31.25 GB NTFS 509 MB

Online Healthy (EFl | [Healthy (Boot, Crash Dumnp, Basi| | Healthy (Basic Data Partition) Healthy (Recovery
Open F
Explore

Mark Partition as Active
Change Drive Letter and Paths...

Format...

Extend Volume...
Shrink Volume...
Add Mirror...

Delete Volume...
Properties

Help

B Unallocated [l Primary partition
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£. Local Disk (C:) Properties
Security Previous Versions GQuota
General Tools Hardware: Sharing
1]
HH ||
Ty
Type: Local Disk
File system:  NTFS
. Used space: 17.354,556,352 bytes 16.1GB
Free space: 28,455,069,440 bytes 26.5GB
Capacity: 45,813,665,792 bytes 426 GB
Drive C: Disk Cleanup
[ Compress this drive to save disk space
Alow files on this drive to have contents indexed in addition to
file properties
Concal | | ol

V2.1.1

The maximum shrink space can be checked by “Shrink Volume”. Right-click on the last “Primary”

partition and select “Shrink Volume”.

Embedded loT SW

wr Disk Management

File Action View Help

e @M EFEI=XP G20

WVolume | Layout | Type | File System | Status | Capacity | Free Spa... | % Free  »
= () Simple Basic NTFS Healthy (B... 42.67 GB 26.50GB 62 %

= (Disk 0 partition 1) Simple Basic Healthy (E.. 100 ME 100 ME 100 %

== (Disk 0 partition 4)  Simple Basic Healthy (R... 509 MB 509 MB 100 %

= New Volume (D:) Simple Basic MTFS Healthv (B... 31.25GB 31.18GB 100% ¥
< >

= Disk 0

Basic [(#3]

7451 GB 100 MB 42,67 GB NTFS
Online Healthy (EFI

B Unallocated [l Primary partition

Healthy (Boot, Crash Dump, Basi

New Volume (D:)
31.25 GB NTFS

Mark Partition as Active

Change Drive Letter and Paths...

Format...

Extend Yolume...
Shrink Volume...

Add Mirror...

Delete Volume...

Properties

Help

509 MB
Healthy (Basic Data Partition) Healthy (Recovery
Open
Explore
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Shrink Dt >
Total size before shrink in ME: |31999

Size of available shrink space in MB: FEEW

Enter the amount of space to shrink in MB: ?33“ =
Total size after shrink in MB: F'-I‘:12

You cannot shrink a volume beyond the point where any unmovable files are located.
See the "defrag” event in the Application log for detailed information about the

operation when it has completed.

See "Shrink a basic volume™ in Disk Management help for more information

Cancel

The “ADV Backup” partition will be created automatically through the ADV Image Manager

environment settings, as shown in the schematic below.

More Offset

Less Offset
Less Offset ‘ More Offset

For example, “ADV Backup” partition is shown below in the red frame. Please do not modify or

delete this partition.

& Disk Management
File Action View Help

e @ HEm =D

| FreeSpa... [ % Free
opa

Volume [Layout [ Type File System | Status | Capacity
= Simple Basic NTFS Healthy (B.. 172.39GB 13920GB 81%

= (Disk 0 partition 1 Healthy (E.. 100 ME 100MB_ 100%
EZ(Disk 0 partition 4) B i Healthy (R.. 6407GE__ 100 %
= (Disk 0 partition 5) _ Simple Basic Healthy (R.. 100 GE TO0GE  100%

= Disk 0

Basic ()

23846 GB 100 MB 172.33 GB NTFS £4.97 GB 1.00 GB

Online Healthy (EFI ¢ | Healthy (Boot, Page File, Crash Dump, £ | /Healthy (Recovery Partition) Healthy (Recovery Pa

B Unallocated [l Primary partition
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6.1.3 Windows 11 loT Enterprise LTSC 24H2 (Wo0A)

A\

This section only applies to Windows 11 loT Enterprise LTSC 24H2 Windows on ARM (WoA).
The last partition must be either a “Primary” or “Recovery” partition.

A\

» Under normal circumstances, the last partition will be “Primary”. However, if the system
previously created an ADV Image Manager environment that is no longer present, the last
partition will be “Recovery”.

The suggested partition layout under normal circumstances is shown below.

Less Offset More Offset
Other Partitions...

The suggested partition layout for a system that had previously created an ADV Image Manager
environment, but which is no longer present, is shown below.

Less Offset More Offset

Other Partitions... -@

» The last “Primary” partition needs enough free space to shrink.

ADV Image Manager will use the last “Primary” partition to create the “ADV Backup” partition. Ensure
that the last “Primary” partition can be shrunk to provide enough available space. For the first time,
the available space must be greater than the total of the used space on drive C: plus an additional 1.5
GB. For subsequent times, the available space must be greater than the total of the used space on
drive C:. Please refer to Section 6.1.2 for details on how to check the partition layout and verify the
available shrink size.
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When creating the ADV Image Manager environment for the first time, a recovery partition will be
created at the end of the drive. This recovery partition is necessary for WinRE and will not be deleted
when uninstalling the Advantech Power Suite. Please do not delete this recovery partition manually.
The Recovery partition created by ADV Image Manager is shown below.

Less Offset More Offset

Recovery

After that, the “ADV Backup” partition will also be created automatically through the ADV Image
Manager environment settings, as shown in the schematic below. Please do not modify or delete

this partition.

Less Offset More Offset

Recovery

¥

Less Offset More Offset

Recovery
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6.2 APPENDIX 2

Other WinRE Functions
After entering WinRE, the command prompt shows function menu.
Type “1” then press “Enter” to select the Windows RE function.

== ADV Image Manager =es

ADV Image Manager Tool is powered by Advantech.Co

nter the number to select which function you want to run.
tWindows RE
2 : Recover 0S5

our choice isiy,

After that, the WinRE function will start up as shown below.
Please keep the ADV Image Manager command prompt window running in the background and
don’t close it.

or: d
dindows [Version 10.0.19041.1]
(c) 2019 Microsoft Corporation. All rights reserved.

I<: \windows\system32>,
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6.3 APPENDIX 3

> BitLock

B Navigate to Control Panel > System and Security > BitLocker Drive Encryption.

B Select the C: drive and click "Turn on BitLocker."' Follow the wizard to initialize the encryption
process.

B Save the recovery key as prompted to a secure location. TLS Configuration for Data in Transit.

» Acronis

B To Back Up Partitions or Disks: Launch Acronis True Image OEM and select Backup from the
sidebar, then click Add backup. Optionally rename the backup for easy identification. Choose
Disks and partitions as the Backup source, selecting the desired partitions and disks. Select
the Backup destination - Acronis Cloud, an external drive, NAS, or a specific folder.
Optionally, configure backup options such as scheduling, scheme, and password protection.
Initiate the backup immediately with Back up now or schedule it for later.

B To Recover Partitions or Disks: Open Acronis True Image OEM and ensure connection to
Acronis Cloud if necessary. In the Backup section, choose the relevant backup and navigate
to the Recovery tab to select Recover disks. Choose the backup version by date and time,
then select disks or partitions for recovery. Choose the recovery destination, noting that all
data on the destination will be replaced. Optionally, configure additional recovery
parameters. Start the recovery process with Recover now.

B For more detailed instructions, please refer to the Acronis manual.

» Trellix

B Launch the Trellix Whitelisting Manager and enter the management password set during
installation.

B Navigate to the 'whitelist' section and select 'Add All' to automatically include all relevant
system files for protection Allow the program to complete the process of adding all files to
the protection list.

B Open the Trellix Solidifier Command Line with Administrator privileges and execute the
following command: 'sadmin features disable mp-casp'

B Return to the Trellix Whitelisting Manager and enable the System Protection switch to
activate comprehensive security measures.

B For more detailed instructions, please refer to the Trellix manual.
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6.4 APPENDIX 4

Change History

V2.1.1

Version

Change content

Status

V2.0.8

Initial version

Released

vV2.0.13

Add Security Diagnosis

Released

V2.0.15

OS Enhancement
- General Settings
- Energy
- Wi-Fi Filter

Released

V2.0.18

ADV Image Manager
- Support WoA

Released

V2.0.19

ADV Image Manager

- Encrypt/Decrypt Backup Recovery
System Information

- Check for Updates
OS Enhancement

- WOoA Firmware Update

Released

V2.1.0

ADV Image Manager
- Multiple Backup Recovery
- Bootable USB Media

Security Manager

- Rename “Security Diagnosis” to “Security Manager”

- WDAC Allow Listing
- Bitlocker

Send Google Analytics Events

Released

V2.1.1

OS Enhancement

- General Settings: Driver Update
ADV Image Manager for WoA

- Multiple Backup Recovery
Security Manager for WoA

- WDAC Allow Listing

- Bitlocker

Released
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