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Installation

Requirement

e Ubuntu 20.04, 22.04 or 24.04 for Intel x86_64
e Minimum hard disk space requirement is 64GB

e The application supports a minimum resolution of 1024 x 768 to ensure all interface elements

and functionalities are displayed properly.

Install

Stepl. Download Power Suite 2.0 installer

“Advantech_Power_Suite_2.0.20.(build)_Ubuntu_x86.tar.gz”’and put it into your device.

NOTE: The code of (build) has to change to the actual build number of your installer for below

steps.

Step2. Open a Terminal from Ubuntu applications and change to the path of the installer file
“Advantech_Power_Suite_2.0.20.(build)_Ubuntu_x86.tar.gz”

Step3. Run below command to install PowerSuite 2.0.20:
$ tar zxvf Advantech Power Suite 2.0.20. (build) Ubuntu x86.tar.gz
$ chmod +x Advantech Power Suite Ubuntu x86.run

$ ./ Advantech Power Suite Ubuntu x86.run

Step4. After the installation is complete, please restart your computer.



Activation Code

When opening the Power_Suite for the first time, if the system verifies that the device is not an
Advantech device, you will be asked to apply for an activation code by QR code or URL, after

entering the activation code, you can use it normally.

Power Suite

Enter Activation
Code

11
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Try it out? Request Activation Code

Activation Code

Uninstall

Stepl. Open a Terminal from Ubuntu applications.
Step2. Run below command to uninstall PowerSuite 2.0:
$ cd /usr/local/power suite

$ ./powersuite uninstall.sh
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Language

It can switch the Language through the button in the lower right corner.

Power Suite = @ 62

Power Q Ubuntu Version @ :‘[;\':almea'go :
- 24.04 LTS (Noble Numbat) 6.8.0-40-generic x86_64 &

o M rerreroTe————————
D,
o

The ADV Image Manager provides an easy way to backup and recover the Ubuntu OS volume. ‘

ADV Image mananger limit

e Supports Ubuntu OS.

* The minimum hard disk space requirement is 64GB.

* Do not support more than one Ubuntu system in the same computer.

* Do not plug in or remove external storage devices during Environmant setup, backup and recovery.
e Make sure the system disk's partitions confirm to the requirement in the user manual.

* Need two free drive letters to create the environment.

* Do not do any changes with disk or partition during the environment creation.

Please refer to user manual to know more.
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Dark mode

It can switch to Dark mode through the button in the lower right corner.

Power Suite = @ &

Power Q Ubuntu Version @ ADY image
24.04 LTS (Noble Numbat) 6.8.0-40-generic x86_64 &

o ADV Image manager

The ADV Image Manager provides an easy way to backup and recover the Ubuntu OS volume.

ADV Image mananger limit

* Supports Ubuntu OS.

r2)

<=

* The minimum hard disk space requirement is 64GB.

e Do not support more than one Ubuntu system in the same computer.

¢ Do not plug in or remove external storage devices during Environmant setup, backup and recovery.
* Make sure the system disk's partitions confirm to the requirement in the user manual.

* Need two free drive letters to create the environment.

* Do not do any changes with disk or partition during the environment creation.

Please refer to user manual to know more.

©2024 Advantech Co., Ltd. all rights reserved

Power Suite = o

bunt rsion ADV Image
QE . . panaEsy
24.04 LTS (Noble Numbat) 6.8.0-40-generic x86_64

ADV Image manager

The ADV Image Manager provides an easy way to backup and recover the Ubuntu OS volume.

ADV Image mananger limit

Supports Ubuntu OS.

The minimum hard disk space requirement is 64GB.

Do not support more than one Ubuntu system in the same computer.

Do not plug in or remove external storage devices during Environmant setup, backup and recovery.
Make sure the system disk’s partitions confirm to the requirement in the user manual.

Need two free drive letters to create the environment.

Do not do any changes with disk or partition during the environment creation.

Please refer to user manual to know more

AD\ANTECH ©2024 Advantech Co., Ltd. all rights reserved English £




System Info

System information can be viewed from the lower left corner.

Power Suite 5 @ 68

Power Q Ubuntu Version @ .A'I::alm:r;e :
24.04 LTS (Noble Numbat) 6.8.0-40-generic x86_64 €

P M ererreressree————————

The ADV Image Manager provides an easy way to backup and recover the Ubuntu OS volume.

ADV Image mananger limit

* Supports Ubuntu OS.

e The minimum hard disk space requirement is 64GB.

¢ Do not support more than one Ubuntu system in the same computer.

e Do not plug in or remove external storage devices during Environmant setup, backup and recovery.
e Make sure the system disk's partitions confirm to the requirement in the user manual.

* Need two free drive letters to create the environment.

* Do not do any changes with disk or partition during the environment creation.

Please refer to user manual to know more.

ADMNTECH ©2024 Advantech Co., Ltd. all rights reserved B @ English <

Power Suite = (=) &

System Information

Processor _ Memory(RAM)

System Boot At

Network
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Environment Settings

ADV Image Manager need to create the a partition at the system disk to store the backup image, there are

some limitations require user attention and compliance:

e The minimum hard disk space requirement is 64GB.

e Must disable Secure boot (in BIOS).

e Does not support more than one Ubuntu system in the same computer.

e Do not plug in or remove external storage devices during Environment setup, backup and

recovery.

e Do not do any changes with disk or partition during the environment creation.

To start the partition creation, please follow below steps.

Stepl. Select the “ADV Image Manager” page.

Power Suite - 0 x

ADV I
@ Mana:'e.rge 4‘:1
@ Lockdown Utility

0S Enhancement
Utility




Step2. In the Environment area, press “Settings” to setup environment.

Power Suite = @ X

mf Qa Ubuntu Version @ :\‘DV image
. N ELET L
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64

e Creating the enviroment for os backup and recovery I

Only the latest backup would be recored. T, Only the latest recovery would be
: Bt recored.

The ADV Image Manager provides an easy way to backup and recover the /dev/sdal volume.

NOTE: The system will restart to establish the environment, The environment can't be removed once it is

established.

Step3. Press “Confirm” to close the warning message and continue creating the environment.

Power Suite - B X

Warning

The system will restart to establish environment, The
environment can't be removed once it is established.
Please click OK to confirm this action.

NOTE: When the environment is created successfully, The button Settings will be hidden.

10



Backup

Stepl. Click the “Backup” button to do system backup.

Power Suite =S 6 & |
™ IR Ubuntu Version @ ADV Image
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 8
s
a Creating the enviroment for os backup and recovery

No Data No Data

m:zlly the latest backup would be recored. s, Only the latest recovery would be
5 D recored.

The ADV Image Manager provides an easy way to backup and recover the /dev/sdal volume.

Step2. Press “Confirm” to do system backup, the system will restart to backup mode and start backup.

Power Suite S 6 &)

Warning

The system will restart to create a backup. Please click
OK to confirm the action.

NOTE: Please don’t close the ADV Image Manager after the backup starts.

11



Step3. Verify the backup status and timestamp after backup completed.

Power Suite = @ X
T J Ubunty Version @ s
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64
» T
e Creating the enviroment for os backup and recovery
Status
Create backup success
File A s
Backup exist No Data
Last Backup Time
2024-01-03 14:52:12
- s Only the latest recovery would be
(\ Backup \ Only the latest backup would be recored. \ —Wecovesy: ) recored.

The ADV Image Manager provides an easy way to backup and recover the /dev/sdal volume.




Recovery

Stepl. Click the “Recovery” button to do system recovery.

Power Suite 2 8 &)
Poger g Uuny Version @ ADV image
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 g
o
Q Creating the enviroment for os backup and recovery | Settings

Status
Create backup success

File
Backup exist

Last Backup Time
2024-01-03 14:52:12

Only the latest recovery would be
(\ Backup /\'Only the latest backup would be recored. m recored.

Status
Recovery success

Last Restore Time
2024-01-03 15:00:54

The ADV Image Manager provides an easy way to backup and recover the /dev/sdal volume.

Step2. Press “Confirm” to do system Recovery, the system will restart to Recovery mode and start

Recovery.

Power Suite = 8 %)

Warning

The OS and all the data in /dev/sdal will recover into
the backup you had ever created. Only the data before
backup will be recovered. Please click OK to confirm
the action.

NOTE: Please don’t close the ADV Image Manager after the Recovery starts.

13



Step3. Verify the Recovery status and Recovery timestamp.

Power Suite = 2 X
Pt R Ubuntu Version @ ADV image
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 8
o
e Creating the enviroment for os backup and recovery
e
Status Status
Create backup success Recovery success
File Last Restore Time
Backup exist 2024-01-03 15:00:54
Last Backup Time
2024-01-03 14:52:12
i & s, Only the latest recovery would be
(\ Backup ) Only the latest backup would be recored. "\Mr" recored.
The ADV Image Manager provides an easy way to backup and recover the /dev/sdal volume.




Image Deployer

Brief

Image Deploy is a function helps user make a rescue USB flash drive (with backup image), user can select

rescue image from internal image (hidden disk partition), or external image (system path).

Limitation

USB size suggests equal to system used size.
USB Deploy Rescue only Ubuntu system partition.
Make USB Image Deployer Duration

Copy ~10G images with 3.0 usb, need 5~10 minutes.

Steps
1. Select USB
Power Suite N & &
_ Q Ubuntu Version @ .;I::;g:!arge i
Suite: 22.04.2 LTS (Jammy Jellyfish) 5.10.36-xenomai x86_64
.

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This
enables you to deploy operating systems and related images quickly and efficiently.

USB drive for image writing

Transcend 8GB(S04FU] ~ ©
Transcend 8GB({S04FU)

O ADV Backup image Other images SelectFile |~
A

0S Version Boot information

Ubuntu 22.04.2 LTS UEFI
( Create )

2. Select image (internal or external)

15



e Internal

If successful, it will see an image version.

Power Suite - o

Power g Ubuntu Version @ al‘::;n:!arge ;
Suite 22.04.2 LTS (Jammy Jellyfish) 5.10.36-xenomai x86_64 g

Create Bootable USB Media

This tool is designed to provide users with a convenient and powerful way to create bootable USE media. This
9 enables you to deploy operating systems and related images quickly and efficiently.

USB drive for image writing

e Transcend 8GB{S04FU) -~ C

Transcend 8GB{S04FU)
other images Select File =
A

0S5 Version Boot information
Ubuntu 22.04.2 LTS UEFI

C Created )|

Note: Switch to backup subpage and check is system already backup or not

Power Suite - b X
Power Q Ubuntu Version @ ag:;;‘;ge :
Sule 22.04.2 LTS (Jammy Jellyfish) 5.19.0-32-generic x86_64
# Introduction and Settings Environement of Functions
o Creating the enviroment for os backup and recovery ( v Setting completed >
=)
[ d
L
Status Status
Create backup success Recovery failed(User Canceled)
File Last Restore Time
Backup exist 2024-03-13 15:33:25

Last Backup Time
2024-03-13 15:30:10

Only the latest recovery would be _
Only the latest backup would be recored. ( Backup ) recored. m




e External

Select "Other image" and Click Select File

Power Suite - 0o %

Power Q Ubuntu Version @ ;\.I::almearge :
Suite: 22.04.2 LTS (Jammy Jellyfish) 5.10.36-xenomai x386_64 g

Create Bootable USBE Media

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This

9 enables you to deploy operating systems and related images quickly and efficiently.

USB drive for image writing

e Transcend 8GB({S04FU) v

Image for restoration (.json)

ADV Backup image Select File @

0S Version Boot information
No Data No Data

Select recovery image description file(*.json)

| 7 >
Cancel Select JSON File Q

7 Recent @ mnt | storage

{3t Home Name Size Type Modifled
(O Desktop advRescue_backup_result.json 454kB Program 30 9
M Trash

@ 76E5-3507 &
£ frontend

+ Other Locations

If successful, you will see the path like the following.

17



Power Suite

Power Q Ubuntu Version @ :\‘I;:;rl:!arge
Sulte 22.04.2 LTS (Jammy Jellyfish) 5.10.36-xenomai x86_64 g

Create Bootable USB Media

This tool is designed to provide users with a convenient and powerful way to create bootable USB media. This
enables you to deploy operating systems and related images quickly and efficiently.

USB drive for image writing

e Transcend 8GB({S04FU) v |

Image for restoration (.json)

ADV Backup image © Other images I.l'mnt_.l'storage_.l'ad\rRescue_backup_result‘json I ]
F Y
0S5 Version Boot information
Ubuntu 22.04.2 LTS UEFI

( ) )

3. Finally, click "Create" to Start Making usb Image Deployer

18
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Notification

Brief

You can toggle the system notification feature of Ubuntu ON/OFF by clicking the "Stop System

Notifications" button.

Steps

Stepl. Select the “OS Enhancement Utility” page.

Power Suite

ADV Image
Manager

Lockdown Utility

0S Enhancement
Utility

20



Step2. Click on "Stop System Notification" switch button.

m’ Ubuntu Version

o Enable Touch

Enable Touch Edge Gestures

System Settings
@ ) Auto-restart on Kernel Panic

I 1 Stop System Notifications

Power Suite

22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64

. System Settings

@  Hibernate

0S Enhancement .
Utility 8

@ Automatic Ubuntu Update.

Optimization Configuration

. Only Current Device can Access

Add Device into White List

Device Permissions

Step3. Click on "Confirm" to change the settings.

Power Suite

Warning

To enable ordisable this feature, the system must be

logged in again after applying the settings.

21



Result

Checking the message notification bar at the top of the Ubuntu desktop, you will find that "Do Not Disturb"

has been turned on.

=== Screenshot captured

You can paste the image from the clipboard. = 14 2024

=== Screenshot captured

You can paste the image from the clipboard.
01

=i . 04 05 06 07 08
D ASolid USB can be safely unplug...

Device can be removed. 1 12 13 ° 15

18 19 20 21 22

File Operations 25 26 27 28 29

All file operations have been completed

Do Not Disturb (> Clear No Events

22



Ubuntu Update

Brief

You can toggle the "Automatic Ubuntu Update" to disable automatic updates and update notifications in

Ubuntu ; or enable automatic updates and update notifications.

Note

e Disable "Automatic Ubuntu Update" will also disable Ubuntu Security Update and Others

Update(including disable updates for Snap packages).

Steps

Stepl. Click on "Automatic Ubuntu Update" switch button.

Power Suite = @

\
| Pﬂ!ﬂ’ Qa Ubuntu Version @ 3lsil£i!nhancemem :
22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64 y

"
I Automatic Ubuntu Update. I
° Enable Touch Hibernate 3

¢

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Stop System Notifications

Only Current Device can Access

Add Device into White Lis




Step2. Click on "Confirm" to change the settings.

Power Suite - O x

Warning

Would you like to enable Automatic Ubuntu Update.?
This operation may take some time to complete.

Result

1.You can go to the "Software & Updates" page in Ubuntu to see the changes in the options "Automatically

check for updates" and "Notify me of a new Ubuntu version".

Software & Updates - o %

Ubuntu Software Other Software Updates Authentication Additional Drivers Developer Options Ubunitu Pro

snap package updates are checked routingly and installed automatically,

For ather packages, this system has: Basic Security Maintenance
Active until HH EERAT—B

For other packages, this system has: Basic Security Maintenance
Active until H - EEA T—B

Subscribed ta: AN updates - Subscribed to: Al updates
Automatically check for Mem:@
wihen there are security updates:  Download automatically -

When there are other updates:  Display weekly ~ ‘When there are ather updates: Displayweekly

!
|
I
!
I
| ety e[ o9 | :
|
I
I
I
I
I

Nw"vmeumwwunmom@

-
I
I
I
I
I
I
T when there are security updates:  Displayimmediately
I
I
I
I
I

Fepert Close

2.Update notification pop-ups will be closed.

24



Software Updater

Updated software has been issued since Ub:
released. Do you want to install it now?

Details of updates

©

15.8 MB will be downloaded
You may not be able to check for updates or download new updates

Settings Remind Me Later Install Now

Updated software is available for this comPuter. Do want to
install it now?

w Detalls of updates

9 Security updates 8748

» v Q Ubunty base nrs
9 other updates 753M8
£ O srave web Browser 753M8

2 Unused kernel updates to be removed 0k
1 Header files related to Linux kernel version 5.4.0 0k8
010 b imem barnad avbrn madidae Fas umerinm € 4 0 nn A2 hit w08 EAL0 nsa

* Technical description

B 76.2 M8 will be downloaded

Settings Cancel Install Now

25



Hibernate

Brief

Enabling hibernate button will provide your device with the hibernate functionality.

Note

1.Disk space limitation:

e Since Ubuntu does not support system hibernation, enabling the hibernate feature will first
allocate swap space on your hard drive larger than the size of your memory. Therefore, you

need to have sufficient disk space available.

e |f not considering the need to simultaneously enable the "backup & recovery" and "Disk

Protection” functions, the remaining available disk space should be at least 5GB larger than

the memory size.

2.Execution time:

e Configuring this swap space will take approximately 5 to 6 minutes and may vary depending on
the size of your device's memory. If swap configuration has been previously performed, it will

not be repeated.

If entering the Power Suite OS Enhancement for the first time, the device needs to be restarted before

enabling hibernate.

Optimization Configuration

@ ) Automatic Ubuntu Update

Hibernate

Before using this function, please restart your computer to
complete the environment settings.

26



Steps

Stepl. Click on "Hibernate" to disable or enable Hibernate feature.

Power Suite = @ X
Pm)'u,'l’ Qi Ubuntu Version @ &Silﬁ“"ha"‘e"‘e"‘ :
22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64 y
"
| Automatic Ubuntu Update.

° Enable Touch Hibernate

: Enable Touch Edge Gestures

(4]

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Stop System Notifications
Device Permissions

| r

Only Current Device can Access

Add Device into White List




Step2. Click on "Confirm" to disable or enable Hibernate.

NOTE: The first time you use this Hibernate feature, the system will perform necessary
configurations. Once completed, it will automatically reboot. Before using this feature, make sure

all your data has been saved.

Power Suite S 6 &)

Warning

Would you like to enable Hibernate? This operation
may take some time to complete.

i

28



Step3-1. In the Ubuntu's Settings, set the "Power Button Behavior" to "Hibernate". Then you can press the

Advantech IPC's Power Button to enter Hibernate mode.

Q Settings
= Privacy
~5 Online Accounts
< Sharing
1 sound
@ Power
& Displays
Mouse & Touchpad

& Keyboard

=) Printers

-]

] Removable Media

& Color

&

Region & Language

A+

Accessibility

Users

% Default Applications

) Date & Time

(1) About

Power

Power Mode

Performance
High
Balanced
| IBmran
Power Saver
Power Saving Options
Screen Blank
Automatic Suspend
Suspend & Power Button

Power Button Behavior

Sminutes

Off

Hibernate ~

Suspend

Power Off

Hibernate v/

Nothing

29



Step3-2. Alternatively, click on the power off option at the top right corner of the Ubuntu screen, and select

"Hibernate" to enter hibernate mode.

Ethernet (enp1s0) Connected

Power Saver

Settings

Lock

() Power Off / Log Out

Suspend

Hibernate

Restart...

Power OffF...

Log Out

30



Device Control

Block All USB Storage Devices

Brief

All USB storage device will be disabled.

Steps

Stepl. Select the “OS Enhancement Utility” page.

Power Suite - b0 Xx

ADV Iimage
Manager

Lockdown Utility

0S Enhancement
Utility




Step2. Click on "Block All USB Devices" switch button.

Power Suite

Q Ubuntu Version
Suite 22.04.2 LTS (Jammy Jellyfish) 5.15.0-1041-realtime x86_64

Touch

.1

o @ ) Enable Touch
[
rJ

@ | Enable Touch Gestures

System Settings
Auto-restart on Kernel Panic

Notification
@ | Stop System Notifications

Version 2.0.16 ©2024 Advantech Co., Ltd. all rights reserved

Automatic Ubuntu Update

Hibernate

Device Permissions

0S Enhancement .
Utility 8

System Settings Optimization Configuration

Block All USB Storage Devices

B @ English¢

Result

All USB devices you insert into USB port will be disabled.

32



Only Current Device Can Access

Brief
Device permissions are divided into two functions:
1. Only current device can access:

e This means only USB devices currently plugged into the machine can be used. If you try to
plug in a new USB device (not the current USB device), it will be disabled.

e The current device is only allowed to be used in the USB port where the "only current device
can access" function is enabled. If the device is plugged into a different USB port, it will

not be granted access.
2. Add Device into whitelist:

e After enabling "Only current device can access," you can click on the "Add Device into
whitelist" function. Check the USB device types you want to use and add them to the whitelist,

allowing the use of those USB device types.

White List:

Whitelist categories include: Audio, Camera, Keyboard, Mouse, Printer, USB_Hub, USB_storge, and

wireless_Keyboard Mouse.

Note
1. If you want to allow wireless mouse&keyboard combinations, please open the
"wireless_Keyboard_Mouse" option in the whitelist.
2. For Multi-Types USB devices, please open all whitelist options that include that type.
e EX: If audio devices include cameras, or cameras include speakers or
microphones, please open both the "Audio" and "Camera" options.
Camera Audio ID for White list (]
. 1D Select
Audio B Allowed
Camera B Allowed
Keyboard OAttow
Mouse O Attow
Printer O Attow
USB_Hub OAttow

Save

33



3.

If devices on the USB Hub need to be used, please open both the USB_Hub and the

device type options.

34



Steps

Stepl. Select the “OS Enhancement Utility” page.

Power Suite = @&

ADV Image
Manager

Lockdown Utility

0S Enhancement
Utility
<

Step2. Click on "Only Current Device can Access" switch button.

Power Suite - 0o X
Power g Ubuntu Version @ W H
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1041-realtime x86_64
.
Touch Automatic Ubuntu Update
o @ ) Enable Touch Hibernate
@  Enable Touch Gestures
]
System Settings
@ Auto-restart on Kernel Panic

Notification
@ Stop System Notifications

Block All USB Storage Devices

Only Current USB Devices/Ports can Access

o

XX Version 2.0.16 ©2024 Advantech Co., Ltd. all rights reserved & @ Engush¢

Step3. Click on "Add Device into whitelist" switch button and click the "setting" button.

35



]

©

Power Suite - o X

I‘am_r Ubuntu Version @ os Ejlhancemenl :
Qa 22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 Utility

Touch Automatic Ubuntu Update.

@ | Enable Touch @  Hibernate
Enable Touch Edge Gestures

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Stop System Notifications

Only Current Device can Access
@ ' Add Device into White List ( setting

Step4. Select the device types you want to add to the whitelist, and click "Save" button.

Power Suite - o

ID for White list

] select
Audio O anow
camera O Altow
Keyboard O anow

Mouse OaAtow

Frinter [ Allow

UsB_Hub O anow

36



Result

Assuming the "only current device can access" feature is enabled and there are no USB drives connected
to the machine, you will not see any response when inserting a USB drive. Next, adding the "USB_Storage"

option to the whitelist and pressing save, you will then see the system recognizing the USB drive.

1D for White list =]
Select
Keyboard OAnow
Mouse Oanew
Printer Oanow
USE_Hub OAnow
USB_storage B Atowed l
Wireless_Keyboard_Mouse O Attow
G D
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Kernel Panic Reboot

Brief

When enabled the Auto-restart on Kernel Panic feature, Ubuntu system will automatically reboot when

encountering a kernel panic to prevent the screen from freezing.
Steps
Stepl. Select the “OS Enhancement Utility” page.

Power Suite - B X

ADV Image
Manager

Lockdown Utility

0S Enhancement

JH

Utility
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Step2. Click on "Auto-restart on Kernel Panic" to enable this feature.

Sorte

&

Power Suite = B

x

Ubuntu Version @ OS Enhancement
Q 22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 MRy

System Settings

Touch
@ ) Enable Touch

Enable Touch Edge Gestures

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Stop System Notifications

Optimization Configuration

Automatic Ubuntu Update.

@ | Hibernate

Device Permissions

Only Current Device can Access

Add Device into White List

Step3. Then please restart the system to apply the settings.

Result

The next time your Ubuntu system encounters a kernel panic, it will automatically reboot for you.
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Touch Control

Brief

Touch control has two functions:
1. Enable touch:

e Turn on "Enable touch" to allow the touch function of the touch screen; or turn off "Enable

touch" to disable the touch function of the touch screen.
2. Enable Gestures Touch:

e After turning on "Enable touch,” you can also turn on "Enable Gestures Touch" to allow the use

of touch gestures (including edge triggering and multi-touch three or more gesture

functions); or turn off "Enable Gestures Touch" to disable touch gesture functionality.

Open the Activities Overview and Applications View f

Switch Workspace

Bring up the on-screen keyboard

(If the on-screen keyboard is enabled)

"D

Note
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The default status is "touch enabled" and "gestures enabled," even if you have not connected
any touch screen devices.

When using this feature for the first time (without having used any touch screen devices
before), the "Enable touch" function cannot be turned off.

When "Enable Touch" function is turned off, the "Enable Gestures Touch" functionality will be
disabled synchronously.

If entering the Power Suite OS Enhancement for the first time, the device needs to be restarted

before enabling "Enable Gestures Touch" function.

System Settings

Touch

cl Enable Touch

Enable Gestures Touch
Before using this function, please restart
your computer to complete the environment
settings.
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Steps

Stepl. Select the “OS Enhancement Utility” page.

Power Suite - B0 X

ADV Image
Manager

Lockdown Utility

0S Enhancement
Utility

JH

Step2. Click on "Enable Touch" to disable or enable Touch feature.

Power Suite = B
| |
Power Q Ubuntu Version ® ggsiﬁ.:yh““mm' H
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64
\‘ Touch Automatic Ubuntu Update
| @ ) Enable Touch Hi
) Hibernate
| © &

Enable Gestures Touch

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Stop System Notifications
|

@ ) Only Current Device can Access

Add Device into White List
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Step3. Click on "Enable Gestures Touch" to disable or enable Gestures Touch feature.

Power Suite

Power Q Ubuntu Version @ 8‘5“&.:1han(cmcn| :
Sue 22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 y

ﬁ System Settings Optimization Configuration

Touch

o @ ) Enable Touch @ ) Hibernate

I @ ) Enable Gestures Touch

i)

System Settings
@ ) Auto-restart on Kernel Panic

Notification

Automatic Ubuntu Update

Stop System Notifications

@ ) Only Current Device can Access

Add Device into White List
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Enable/Disable Soft Real-time

Brief

You can switch the Operating System between Real-time OS and Standard OS.

Steps

Stepl. Click “Enable Soft Real-time”

-

Power ga Ubuntu Version
Suite

Power Suite

22.04.2 LTS (Jammy Jellyfish) 5.15.30-xenomai x86_64

CPU Core -

@e Soft Real-time

Periodic time (Unit: us) 1000

Benchmark test
1 W  Minutes

Unit:

0S Enhancement '
Utility *

Benchmark Test Result

Disable

Enable

Benchmark Test

0

Benchmark Test Chart

No Data
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Step2. Click on "Confirm" to install Real-time and reboot to enable real-time OS.

Power Suite

Warning

Would you like to enable real-time monitoring? The
operation may take some time, and to ensure smooth
completion, we will disable screen lock and sleep
mode. The system will restart after notifying you
that the setup is complete to enable the feature.

Result

After Reboot System, You are now in Real-time OS; And you can run a benchmark test.
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Soft Real-time Benchmark Test

Brief

Run real-time benchmark Test

Steps

Stepl. Select Test total minutes(1/5/10/15 Mins), and Click the “Benchmark Test” button.

Power Suite - o x

Power Q Ubuntu Version @ giiilllg?hancemenl :
Suity 22.04.2 LTS (Jammy Jellyfish) 5.15.30-xenomai x86_64 ¥

Benchmark Test Result

CPU Core - Periodic time (Unit: us) 1000 Unit: Disable Enable
Enable Soft Real-time Bepfhmark test
5| A Minubes

o ( Benchmafl !

10

0

No Data

Power Suite

g Ubuntu Version
Suite 22.04.2 LTS (Jammy Jellyfish) 5.15.30-xenomai x86_64

~

CPU Core § Periodic time (Unit: us) 1000
# Enable Soft Real-time Benchmark test
5 % | Minutes

o | ( ( Benchmark Test ) )

“"-.__________,..f"




Step2. Waiting benchmark testing finished.

Benchmark Testing

1:15 /5 Minutes

Result

When the Benchmark Test finished, the page will auto load result to chart and statistics.

r

Power Suite - O
Power Q Ubuntu Version @ gfiﬁ;;ha"ceme“t H
Sult 22.04.2 LTS (Jammy Jellyfish) 5.15.30-xenomai x86_64
CPU Core § Periodic time (Unit: us) 1000 Unjertis Disable  Enabms
Enable Soft Real-time Benchmark test
5 Minutes
L Benchmark Test )
Benchmark Test Chart =
= Disable <0~ Enable
T T T T 1 (Latency
60 90 120 150 168

a7



Note

Similarly, you can run benchmark test in "none real-time OS", you will see another statistics and chart.

r

Power Suite

Q Ubuntu Version
Suite 22.04.2 LTS (Jammy Jellyfish) 5.15.30-xenomai x86_64

CPU Core 8

] Enable Soft Real-time

Periodic time (Unit: us) 1000

Benchmark test
5 “  Minutes

Benchmark Test

0S Enhancement :
Utility *

Benchmark Test Result

Unit: us Disable Enable
avg 5 4
max 2252 22
min 2 2
total 899558 60000

Benchmark Test Chart

(Counts) =~ Disable <0~ Enable
328,578
107,859.333
1+ T T T T : (Latency
1 100 200 300 400 500
[ L ]
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Energy Saving

Brief

Enable/Disable Energy Saving Function

Enable Steps

Stepl. Click “Apply All” to Enable System Energy Saving ltems

gi Ubuntu Version
b 2408 LTS (Noble Numbat) 6.80-35-generic 86,64

o I

Currently, you can only view the power-saving settings in the BIOS. To

Energy Recommendations

Click to Enable Power Saving

make changes, please enter the BIOS.

o @ PCI bridge [0604]: Intel Corparation 100 Series/C230 Series. B T~
. 1
Chipset Family PCI Express Root Port #1 [8086:a110] (rev f1) 0/5 Great start — keep going !
Applied Apply energy saving I ‘your p S —
¢
© PCI bridge [0604]: Intel Corporation 100 Series/C230 Series.
o Chipset Family PCI Express Root Port #12 [8086:a11b] (rev f1)
Applied .
@ Power Options. ot Appliad
ot the power made ta best power eficiency
© PCi bridge [0604]: Intel Carporation 100 Series/C230 Series
Chipset Family PCI Express Root Part #8 [8086:a117] (rev f1)
© Dark Mode
Mot Applied Hot Applied
Turn o0 dark mode
© PCI bridge [0604]: Intel Corporation 100 Series/C230 Series
Chipset Family PC| Express Root Part #4 [8086:a113] (rev f1) © Screen Timeout ot Applied
Applied Turn off mp screen after 3 minutes
© PCi bridge [0604]: Intel Corporation 100 Series/C230 Series © Sleep Timeout Mot Applied
Chipset Family PCI Express Root Port #13 [8086:a11c] (rev 1) PRy evice B0 seep her 5 minutes
Applied
Ouss Not Applied
@ PCI bridge [0604]: Intel Corporation 100 Series/C230 Series. Pt ket il
Chipset Family PCI Express Root Port #9 [8086:a118] (rev f1)
Applied ° s R Mot Suppert
Set the display relresh ate 1o 600 or below
0 PCI bridge [0604]: Intel Corporation 100 Series/C230 Series
Chipset Family PCI Express Root Port #7 [8086:a116] (rev 1) © Content Adaptive Brightness Control Not Support
Mot Applied Change brightness based on content.
© Cstate © Screen Brightness e
sppled Set the display brightness to 75 o below
o Not Support itmes
DI version £2024 Advantech Co., Lt all rights reserved B B oo

Result

If successful, you will see all support items applied!

gi Ubuntu Version
24,04LTS [Noble Hu

05 Enhancement
Utility

= 6.8.0-35-generic x86_64
o ] Energy Recommendations
L]
Currently, you can only view the power-saving settings in the BIOS. To
o make changes, please enter the BIOS.
@ ra bridge (0604]: Intel Corporation 100 Series/C230 Series . . .
Chipset Family PCI Express Root Port #1 [8086:a110] (rev 1) 5/5 Nicely done — you applied all recommendations ! (Cancetan )
Applied Apply energy saving recommendations to lower your carbon footprint E—
o @
@ PCI bridge [0604]: Intel Corporation 100 Series/C230 Series.
o Chipset Family PCI Express Root Port #12 [8086:a11b] (rev f1)
Applied y
© Power Optians ropiied
Set the power mde ta best power effciency
@ PCi bridge [0504]: Intel Corporation 100 Serles/C230 Series
Chipset Family PCI Express Root Port #8 [8086:a117] (rev f1)
MotApplied © Dark Mode Applied
Turn on dark mode
© PCl bridge [0604]: Intel Corporation 100 Series/C230 Series
Chipset Family PCI Express Root Port &4 [8086:a113] (rev f1) © Screen Timeout Applisd
P Tarn off my screen sfter 3 minutes
© PCi bridge (0604]: Intel Corporation 100 Series/C230 Series © Sleep Timeout Applied
Chipset Family PCI Express Root Port #13 [8086:a11¢] (rev f1) Putmy davice 12 4ie4p Biter 3 imites
Applied
Ouse Applied
@ PCI bridge [0604]: Intel Corporation 100 Series/C230 Series. Pawer aif
Chipset Family PCI Express Root Port #8 [8086:a118] (rev f1)
Applied © Refresh Rate Not Support
Set the dispiay refresh cate to 604z or below
@ PCI bridge [0604]: Intel Corporation 100 Series/C230 Series.
Chipset Family PCI Express Root Port #7 [8086:a116] (rev f1) ® Content Adaptive Brightness Control Mot Suppest
Wot Applied Ehange brightness besed an content
© Cstate ' screen Brightness Not Support
Applied Sel the dispiay brightness to 13 of below

Version ©2024 Advantech Co., Ltd. all ights reserved
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Disable Steps

Stepl. Similarly, you can click again to disable energy saving.

Warning

-

Result

If success, you will see all settings be restore

Ubuntu Version 05 Enhancement
Poyer Qﬂ 2404175, [ 6.8.0-35-generic xB6_64 Utility

Currently, you can only view the power-saving settings in the BIOS. To
make changes, please enter the BIOS.

-] Chipset Family PCI Express Root Port #1 [8086:a110] (rev f1) 0/5 Great start — keep going! .
Applied ) (__applyau )
o Apply energy saving recommendations to lower your carbon footprint -
¢ @ PCl bridge [0604]: Intel Corporation 100 Series/C230 Series
Chipset Family PC1 Express Root Port #12 [8086:a11b] (rev 1)
o
§ 0 Power Options. Not Applied
© PCibridge [0604]: Intel Corporation 100 Series/C230 Series St e pomer o o best pomer sficiency
Chipset Family PCI Express Root Port #8 [8086:a117] (rev f1)
Wot Applied @ Dark Mode —

Turn on dork mode
© PCi bridge [0604]: Intel Corporation 100 Series/C230 Series
Chipset Family PC1 Express Root Port #4 [8086:a113] (rev f1)

O Screen Timeout

Not Applied
Applied Tun off my screen after 3 minutes

PCI : Intel tion 1 ries/C: it
@ PCI bridge [0604]: Intel Corporation 100 Series/C230 Series © sleep Timeout

Chipset Family PCI Express Root Port #13 [8086:a11c] (rev f1) Not Applied
Put my device to sicep after § minutes

Applied
O use
© PCIbridge [0604]: Intel Corporation 100 Series/C230 Series Not Applied
Chipset Family PC1 Express Root Port #9 [8086:a118] (rev f1) Powarolfthe 5B ports whea my desicn sieeps whike romning on betbery
Applied
© Refresh Rate e
refresh belos
© PCI bridge [0604]: Intel Corporation 100 Series/C230 Series e
Chipset Family PC1 Express Root Port #7 [8086:a116] (rev f1)
Not Applied © Content Adaptive Brightness Control Mot Seppert
Change brightness based on content
© cstate
Screen Bri
Applied ° Brightness Mot Suppart
St the sisplay brightness to 75 o below
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Note

1.
2.

To Enable/Disable C-state and PCI devices energy saving function needs to enter the BIOS menu.

Some PCI devices “may not” be found in the BIOS menu.
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Lockdown Utility



Automatic Logon

Brief

Enabling this function to automatically logon with specific user when system boot up.

Steps

Stepl. Select the “Lockdown Utility” page.

Power Suite - 0o X

ADV Iimage
Manager
@ Lockdown Utility
O
0S Enhancement
Utility

Step2. From Automatic Logon area, choose a user from drop down menu.

53



X

Power Suite - 0

Pﬂmf Qa Ubuntu Version @ :.Jt:iclli(ldown :
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 y
Browse Auto Sign-in
o >
User Name
Choose Key

b A
@ - s

Action after close shell

No Action v

Step3. Click on "Auto Sign-in" to enable automatic login feature.

X

Power Suite - 0

in’ Qs Ubuntu Version @ bt:iclli(‘down
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1027-intel-iotg x86_64 y

ﬁ m Automatic Logon Advanced Boot Option

E Browse | - Auto Sign-in |

User Name

Choose Key adv v
A v
B
Action after close shell

No Action v




Step4. Click on "Confirm" to modify the setting.

Power Suite -

Warning

Are you sure you want to modify this setting?

Result

Next time the system is rebooted, Ubuntu will automatically sign-in with the specific user account.
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Keyboard Filter

Keyboard Breakout Settings

Brief

You can configure a breakout key sequence to switch out a locked down account by specifying a key code.

When you press the Breakout Key 5 times consecutively, System presents the Logon screen so that you

can sign in to a different account.

Steps

Stepl. Choose a Key from drop down menu.

Power Sulite (] x

Power Q Ubuntu Version @ b‘:ﬁ'i‘:;“""
e 20.04.3 LTS (Focal Fossa) 5.13.0-1008-intel x86_64
Keyboard Breakout Settings Predefined Keys Settings
When you press a key consecutively 5 times, Ubuntu In normal accounts, is the operation of editing
will display a welcome screen, allowing you to log in combination keys locked.

with a different account.

Breakout key

I A Confirm Setting

Disable

e@pms

n o N =

Step2. Click on "Confirm" button to save the setting.
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Power Suite &) x

Power Q Ubuntu Version G bc:;:ll_:;dyown
- 20.04.3 LTS (Focal Fossa) 5.13.0-1008-intel x86_64

Keyboard Breakout Settings Predefined Keys Settings

When you press a key consecutively 5 times, Ubuntu In normal accounts, is the operation of editing
will display a welcome screen, allowing you to log in combination keys locked.
with a different account.

Breakout key

o@pma

Result

Press Breakout Key 5 times consecutively, the system presents Logon screen on Ubuntu desktop.

Predefined Keys Settings

Brief

The feature of Predefined Keys Settings is to block selected combination keys to avoid unallowed actions.

Steps

Stepl. From "Predefined Keys Settings" function, click on "Setting" button.

57



Power Sulte - (8]

. Lockdown
Power Q Ubuntu Version @ utitity
20.04.3 LTS (Focal Fossa) 5.13.0-1008-intel x86_64

Keyboard Breakout Settings Predefined Keys Settings

When you press a key consecutively 5 times, Ubuntu In normal accounts, is the operation of editing
will display a welcome screen, allowing you to log in combination keys locked.
with adifferent account.

Breakout key

o

Step2. Check the selected combination key to block the function.

Power Sulte

List of Predefined keys
Key combination Select

Activate the window menu DBIO(k

Close window DBlOCk

Log out [ Block

Maximize window DBIock

Blocked

Hide window
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Step3. Click on "Save" button to save the setting.

Power Sulite

List of Predefined keys

Key combination select
Atilvalelhe window menu DFHO':k
Clos;- window () Block
Log out DBlock

Maximize window DBlo(k

3 Blocked

Hide window

Result

No function after pressing selected combination keys.
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Disk Protection

Brief

Enabling this function to make a read-only root file system. This prevents any changes to the root file
system that could alter system behavior and allows for a simple reboot to restore the system to its original

state.

Steps

Stepl. Click on "Enable Disk Write Filter"

Power Suite = & &
Power Qi Ubuntu Version @ h‘:ﬁ'::mwn
22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64 ¥
.
B Enable Disk Write Filter] Overlay Setting Memory(RAM) (MB)
aQ 7954 1 MB Minimum:7,954 ; Maximum:7,954
o Volume Current State Select
/dev/sda Unprotected
) 4 O
o
( Apply )

Step2. Select target volume to protect, for Ubuntu only /dev/sda can be selected.
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Power Suite = ) &

Ubuntu Version Lockdown
Utility

- Q 22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64 @

Disk Protection

]
2] Enable Disk Write Filter Overlay Setting Memory(RAM) (MB)
( 7954 > /MB Minimum:7,954 ; Maximum:7,954
o Volume Current State Select
dev/sd Unprotected
= /dev/sda protecte ah
o
4 Apply )

Step3. Click on "Apply" button to modify the settings.

Power Suite = I &
Power Qi Ubuntu Version @ h‘:i‘l'i‘tdm""
22.04.3 LTS (Jammy Jellyfish) 5.15.0-1046-intel-iotg x86_64 y
.
B Enable Disk Write Filter =~ Overlay Setting Memory(RAM) (MB)
[ @ 7954 : /MB  Minimum:7,954 ; Maximum:7,954
o Volume Current State Select
/dev/sda Unprotected v
) ’ O
o




Step4. To test the function, try to add some new folders to the desktop.

Power D' Ubenty Version
22.04.317S [Jameny Jellyfish) 5.15.0 1046 intel doty sB6_G4

ETEE vershs 201 ©2024 Advantedh Co., Lo all (ights reserved

Step5. Reboot Ubuntu.

Result

The system restore to its original state and the folders you added in Step4 are disappeared.
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Advanced Shutdown Option

Brief

The purpose of this function is to modify the countdown seconds after pressing the power off button.

Steps

Stepl. Select the “Lockdown Utility” page.

Power Suite - 0

@ ADV Image
Manager
@ Lockdown Utility
O
@ 0S Enhancement
Utility

Step2. Set shutdown countdown seconds(5s~60s).
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Power

Sty

©

Power Suite - 0O

Qi Ubuntu Version @ :J&:itllix‘down
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64 y

Advanced shutdown options

When blocking the shutdown resolver (BSDR) screen and automatically closing applications, set the shutdown

countdown.

Seconds

EE]
40
45
50
55

| A

Cogfirm

Step3. Click on "Confirm" to modify the setting.

2

(o]

Power Sulite =

Ql Ubuntu Version @ Lc:iclli::!own
22.04.2 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64 y

Advanced shutdown options

When blocking the shutdown resolver (BSDR) screen and automatically closing applications, set the shutdown

countdown.

Seconds

40 v

Confirm
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Result

The countdown seconds after pressing the power off button will be modified.

Power Off

The system will power off automatically |e(onds.

adv (console)

Cancel Power Off
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Shell Launcher

Brief

The purpose of this function is to automatically run an application on power on.
"Shell Launcher" only supports snap's application currently, how to create a snap installation package that

supports this feature, you can refer to Ubuntu Frame docs.

Steps

Stepl. Select the “Lockdown Utility” page.

Power Suite - 0 Xx

ADV Iimage
Manager
@ Lockd@cmn Utility

0S Enhancement
Utility

Step2. From "Shell Launcher" area, choose a snap application or an executable file.

66


https://mir-server.io/docs/packaging-a-gtk3-application-as-an-iot-gui

Suite

N

0

Suite

o

g Ubuntu Version @ :.;:irilittu;own
22.04.4 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64

Power Suite - o

Select Application Q @ ) Auto Sign-in @ ) ubuntu Boot Logo
User Name
adv

Select

iot-example-graphical-snap

Disable v
Action after close shell

Restart Shell

‘_} Lock Screen
Power Suite = =
g Ubuntu Version @ bt:ﬁlit;own :
22.04.4 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64

User Name

Select Application @ ) Auto Sign-in @ ) Ubuntu Boot Logo
=

test.sh
adv

Breakout key

Disable

Action after close shell

Mo Action

(_) Lock Screen

I Confirm
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Step3. Choose "breakout key" from drop down menu.
The "breakout key" is designed to escape shell launcher mode after pressing the key 5 times.
Note: If you don't want to set the 'break_out key', you can also use remote SSH to exit Shell Launcher

mode, FAQ: How to escape shell_launcher mode without using breakout key

Power Suite = (=] »

Power ga Ubuntu Version @ bn:ﬁlitta;nwn :
e 22.04.4 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg xB86_64

Select Application Q @ ) Auto Sign-in @ ) ubuntu Boot Logo

9 User Name
iot-exam pl e- -
graphical-snap adv W
Breakout key
o

(_} Lock Screen

I oM mMme N m® >

- -

Step4. Choose "action after close shell" from drop down menu.

Power Suite = o x
Power g Ubuntu Version @ bt:ﬁlit;nwn :
Suite 22.04.4 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64
Select Application Q @ ) Auto Sign-in @ ) Ubuntu Boot Logo
o User Name
iot-exam ple- >
graphical-snap adv W
Breakout key
® Disable v
& Action after close shell

| s (_) Lock Screen

Restart Shell
I %
. Confirm
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https://ess-wiki.advantech.com.tw/view/Power_Suite_Ubuntu_x86/Q%26A#How_to_escape_shell_launcher_mode_without_using_breakout_key

Step5. Click on "Confirm" to modify the setting.

Power Suite - O x
Power gg Ubuntu Version @ b‘:ﬁ‘i‘td’o*ﬂ ;
— 22.04.4 LTS (Jammy Jellyfish] 5.15.0-1040-intel-iotg x86_64
Select Application Q @ ) Auto Sign-in @ ) Ubuntu Boot Logo
o User Name
iot-exam ple- >
graphical-snap adv v
Breakout key
) A '
0 Action after close shell

Restart Shell

(_') Lock Screen

Result

The selected application will automatically execute after restarting.
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Advanced Boot Option

Brief

The purpose of this function is to remove the Ubuntu logo that appears when turning on and off the

computer and locking the screen.

Steps

Stepl. Select the “Lockdown Utility” page.

Power Suite - 0O X

[ J
@ i
&)

Lockgglvn Utility

0S Enhancement
Utility

Step2. From "Advanced Boot Option" area, click "Ubuntu Boot Logo" or "Lock Screen"
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Power Sulite - ] x

Power Ql Ubuntu Version @ :Jt:icllil‘down
st 22.04.2 LTS (Jammy Jellyfish) 5.15.0-1040-intel-iotg x86_64 Y

Select Application @ ) Auto Sign-in @ ) Ubuntu Boot Logo

.
0 v User Name
e
B
]

adv v
Breakout key

Disable v

Action after close shell

No Action v

@ ) lock Screen

Step3. Click on "Confirm" to modify the setting.

Power Suite = 3 x

Warning

Are you sure you want to save the settings ?

| i

Result

The next time you reboot or enter the lock screen, you will no longer see the Ubuntu logo.
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Security Diagnosis
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Security

Brief

Enabling this function to automatically apply IEC-62443 security basic settings.

Steps

Stepl. Select the “Security Diagnosis” page.

Select Tool

ADV Image
Manager

Lockdown Utility

05 Enhancement
Utility

Security
Diagnosis

Step2. Select the “IEC Standard Configure” icon, enter setup page.

. Secu
Power Qa Ubuntu Version ) ) Dia r:i:!is
Suite 22.04.5 LTS (Jammy Jellyfish) 5.15.0-1080-intel-iotg x86_64 g
0 |IEC Standard Configurator Feature Description

eThe IEC Standard Configurator is a specially designed page for Advantech devices, aimed at assisting users in quickly

@ and easily configuring their own systems to comply with the IEC 62443-4-2 standard.

oThis page features a powerful 'Apply All' button, which allows users to automatically apply all necessary system
settings with one click. This ensures that the device meets the security standards as declared by Advantech. Not only
does this save a significant amount of time and effort, but it also reduces the risk of configuration errors, greatly
enhancing system security. Whether you are an experienced system administrator or a newcomer to Advantech devices,

the IEC Standard Configurator helps you effortlessly achieve best practices in system security.

oThe Advantech IEC 62443-4-2 certification (Verification of Conformity, VoC) report indicates that the Advantech has

enrracefully mat R1 ctandard raaniiramante Amano thaca tha IFC Standard Canfionratar nravidac a anick annlicatian
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Step3. You will be prompted to read the disclaimer message, after reading the message, click "Agree" to
accept the disclaimer and it will show IEC 62443 compliance checking status on the screen, if you click
"Disagree" that mean you do not accept the disclaimer and it will not show any IEC 62443 compliance

status on the screen.

Warning

IEC Standard Diagnosis & Configurator only supports devices that comply with
Advantech's IEC 62443-4-2 VoC standards. The setup and verification of system
environment parameters must be performed according to the system details
described in the Advantech-provided document "Statements and Conformity
Evidence for Security Capability Requirements." The functionalities provided on
this page are only applicable to Advantech devices and the system environments
and parameters described in Advantech's documentation. For non-Advantech
devices, or if based on content not described in the Advantech-provided
"Statements and Conformity Evidence for Security Capability Requirements”
document, the functionalities of this page will not be applicable. Advantech
assumes no responsibility for any issues, losses, or damages arising from such use.

Furthermore, users should ensure that their devices fully comply with Advantech's
security requirements and specifications before using the IEC Standard Diagnosis
& Configurator. Any unauthorized modifications or configurations may resultin
system malfunction or security vulnerabilities, for which Advantech will not be
held responsible. Users are also expected to comply with all relevant laws,
regulations, and internal company policies when using this tool and assume all
risks associated with its use.

Step4. After accepting the agreement, the system will automatically redirect to the Security page and

perform a system scan based on IEC-62443 requirements.
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it | Apply this setting to comply with the IEC 62443-4.2,
Review below statements (from official document) and manually

adjust the relevant settings as needed to meet its requirements,

@ CR1.1 - Human user identification and authentication

Companents shall provide the capabitity to identify and authenticate all human users Conform
according to 1EC 62443-3-3 SR 1.1 on all intertaces capable of uman user access.

© CR1.1(1) - Unique identification and authentication

Components shall provide the capabitity to uniquely Identity and authenticate all humaon Conform
users,

© CRL.S - Authenticator management

Components shatt provide the copabifity to; a) support the use of initiaf authenticator
content; b) support the recognition of changes to default authenticators made at installation

Conform
time; ¢} tunction properly with pedadic authenticator changejrefresh operation; and d)
protect authenticators from unauthorized disclosure and modification when stored, used
and transmitted.
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However, this security feature requires additional permissions. For full security function service, please

contact Advantech.



